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Dear Delegates,

My name is Amaya Lage and I am so excited to welcome you to the Council of the
Baltic Sea States (CBSS) crisis! My co-director, Anna, and I have done extensive research
for months on the topic and are very excited to now pass on that information to you as a
starting block!

The CBSS has a very rich and nuanced history but now faces its next battle. In the past
few years, tensions have been rising within the region. In this simulation it is up to you to
decide how to best address the situations at hand and find a way to ease the tensions and
create long-term solutions.

I am currently a junior at the University at Buffalo studying neuroscience with a pre-
vet track. My dream job is to work in animal conservation. Fun fact, I actually switched
my major two times. I was accepted as a history major. However, in sophomore year I
switched to biology, then three months later to neuroscience. In my spare time, I love
playing games with friends, shopping, and exploring new areas (and shopping).

This year is my seventh year doing MUNI! I started as a freshman in high school, and
my passion continued into college. I was the assistant director of the African Union
Crisis for Session I. It was truly such an enjoyable experience. I loved seeing the delegates’
reactions to the sudden crises and coming up with creative solutions. I am incredibly
excited to come back!

If you have any questions about the topic or need clarification on anything, please do
not hesitate to reach out! Anna and I are always happy to help and respond.

Best wishes,

Amaya-Nan Lage

Cirisis: Council of the Baltic Sea States
Session [
nhsmun.crisiscbss@imuna.org
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Dear Delegates,

My name is Anna Barrett and I will be your Council of the Baltic Sea States director
for Session II! Amaya and I are thrilled to present you with this background guide that
we hope will serve as a starting point as you explore all that this committee has to offer.
Crisis committees offer a unique forum for you as delegates to showcase creative problem-
solving skills, and I encourage you as delegates to bring your own personalities to your
roles in committee! As you research, consider not only the present state of the issues
presented in this guide, but their histories and broader contexts as well. Ask questions,
dive deeper, and remember that these issues are complex. You are tasked with weighing
all of these considerations as you look to the future of the Baltic Sea region and work to
establish peace.

To introduce myself, I am a sophomore at the George Washington University studying
international affairs and political science. In my spare time I love knitting, experimenting
in the kitchen, and exploring all that DC has to offer (although home will always be New
Jersey)!

MUN has held an extra special place in my life throughout high school and college,
and I attended NHSMUN as a delegate my junior year of high school before returning
to serve as an Assistant Director for UN-Habitat last year. Outside NHSMUN, [ am
proud to represent GWU as a delegate on the college MUN circuit, specializing in crisis
committees, of course. NHSMUN is a truly special experience, and I encourage you to
get as much out of it as you can. Learn, connect with your fellow delegates, and enjoy
your time in committee!

I will see you all in committee!

Anna Barrett

Cirisis: Council of the Baltic Sea States
Session 11
nhsmun.crisiscbss@imuna.org



A NOTE ON RESEARCH AND PREPARATION

Delegate research and preparation is a critical element of attending NHSMUN and enjoying the debate
experience. We have provided this Background Guide to introduce the topics that will be discussed in your
committee. We encourage and expect each of you to critically explore the selected topics and be able to identify and
analyze their intricacies upon arrival to the conference.

The task of preparing for the conference can be challenging, but to assist delegates, we have updated our Beginner
Delegate Guide, Advanced Delegate Guide, Research Guide, and Rules of Procedure Guide. In particular, these
guides contain more detailed instructions on how to prepare a position paper and excellent sources that delegates

can use for research. Use these resources to your advantage. They can help transform a sometimes overwhelming task
into what it should be: an engaging, interesting, and rewarding experience.

To accurately represent a role, delegates must be able to articulate its policies. Accordingly, NHSMUN requires
each delegation to write a position paper for each topic on the committee’s agenda. In delegations with two
students, we strongly encourage each student to research each topic to ensure that they are both prepared to debate
throughout the committee. More information about how to write and format position papers can be found in the
Research Guide. To summarize, position papers should be structured into three sections.

I: Topic Background — This section should describe the history of the topic as it would be described by the
delegate’s role. Delegates do not need to give an exhaustive account of the topic. It is best to focus on the details
that are most important to the delegation’s policy and proposed solutions.

II: Character Policy — This section should discuss the character’s policy regarding the topic. Each paper should
state the policy in plain terms and include the relevant statements, statistics, and research that support the
effectiveness of the policy. Comparisons with other global issues are also appropriate.

III1. Proposed Solutions — This section should detail the delegation’s proposed solutions to address the topic.
Descriptions of each solution should be thorough. Each idea should clearly connect to the specific problem it
aims to solve and identify potential obstacles to implementation and how they can be avoided. The solution
should be a natural extension of the character’s policy.

Each topic’s position paper should be no more than 10 pages long double-spaced with standard margins and 12
point font size. This is a maximum; 3-5 pages per topic is often a suitable length. The paper must be written from
the perspective of your assigned role and should articulate the policies you will espouse at the conference.

Each delegation is responsible for submitting position papers on or before February 20, 2026. If a delegate wishes
to receive detailed feedback from the committee’s dais, a position must be submitted on or before January 30,
2026. The papers received by this earlier deadline will be reviewed by the dais of each committee and returned prior
to your arrival at the conference. Instructions on how to submit position papers will be shared directly with faculty
advisors.

Complete instructions for how to submit position papers will be sent to faculty advisers via email. If delegations
are unable to submit their position papers on time, please contact us at nhsmun@imuna.org.

Delegations that do not submit position papers will be ineligible for awards.


http://nhsmun.nyc/sites/default/files/Beginner%20Delegate%20Guide.pdf
http://nhsmun.nyc/sites/default/files/Beginner%20Delegate%20Guide.pdf
http://nhsmun.nyc/sites/default/files/Advanced%20Delegate%20Guide.pdf
https://imuna.org/wp-content/uploads/2024/11/NHSMUN-Research-Guide.pdf
https://imuna.org/wp-content/uploads/2024/11/NHSMUN-Rules-of-Procedure-Guide.pdf
mailto:nhsmun%40imuna.org?subject=Position%20Paper%20Extension

CommMmITTEE HISTORY

The Council of Baltic Sea States (CBSS) is a regional intergovernmental organization and deliberative forum. It
was founded in 1992 by Germany and Denmark, with the support of other Baltic coastal states. It was intended to
strengthen regional cooperation and security in the Baltic Sea region following the breakup of the Soviet Union.'
The collapse of the Soviet Union opened the door for newly independent states like Estonia, Latvia, and Lithuania
to pursue democratic reforms.” Alongside the founding members, the European Union played a major role in
helping to found the Council. A system of observer states was also created to involve nearby but non-Baltic powers.
These currently include France, Italy, Romania, Slovakia, Spain, Ukraine, the United States, and others.’

The CBSS aims to develop peace, stability, and prosperity across the Baltic Sea Region by serving as a platform
for cooperation among members.* It advances three long-term goals: “Regional Identity,” “Safe and Secure Region,”
and “Sustainable and Prosperous Region,” which guide its work on culture, civil protection, and sustainable
development.” The Council works through a Permanent Secretariat in Stockholm and a rotating annual presidency
that allows members to set thematic priorities. Several experts and working groups (on issues like civil protection,
sustainable development, children’s rights, and human trafficking) carry out the agenda. Through its sustainability
arm, Baltic 21, updated as Baltic 2030, the CBSS supports regional implementation of the UN Sustainable
Development Goals (SDGs).® CBSS resolutions are non-binding and instead promote coordination and regional
alignment with EU policies, UN SDGs, and other frameworks. Since 2012, its Project Support Facility, a grant
program run by the CBSS, has funded over 60 projects, including environmental and cultural initiatives, with
current funding around 3,000,000 euros.”

Today, all CBSS member countries are also members of the North Atlantic Treaty Organization (NATO),
and all but Norway and Iceland are also members of the EU. CBSS members have broadly supported observer
state Ukraine’s path to EU membership and closer NATO ties, with differing views on timing. Since the start
of Russia’s full-scale invasion of Ukraine, the CBSS has condemned Russia’s actions and called for sanctions and
other restrictions. It also suspended Russia from the Council. Even though Russia was a founding member, it then
withdrew in 2022, marking the sharpest break in CBSS history.® The Council has also endorsed efforts to diversify
energy sources and reduce dependence on Russian supplies, including the European Commission’s REPowerEU
plan. REPowerEU aims to reduce and phase out reliance on Russian fossil fuels. Coal is already banned, oil and
some petroleum products are capped, gas has been curtailed but not banned EU-wide, and nuclear fuel is not
subject to a blanket EU ban.” Alongside security and energy, the CBSS continues to prioritize sustainable maritime
development, youth and cultural exchanges, and regional identity initiatives.

1 CBSS. 2024. “About Us — CBSS.” CBSS. 2024. cbss.org/about-us/; “CBSS — Background and Vision for Future Cooperation in BSR |
Baltic Rim Economies.” 2019. Sites.utu.fi. 2019.

2 Republic of Estonia Ministry of Foreign Affairs, “Council of the Baltic Sea States.” 2020, vm.ee/en/international-relations/regional-
coo&eration/ council-baltic-sea-states.

3 CBSS. 2025. “Sustainable Development — CBSS.” CBSS. 2025. cbss.org/sustainable-development/.

4 CBSS. “Sustainable Development — CBSS.”

5 Council of the Baltic Sea States “Joint Statement of the Council of the Baltic Sea States Foreign Ministers.” May 16, 2025,
Vilisministeerium. www.vm.ee/en/news/joint-statement-council-baltic-sea-states-foreign-ministers.

6 Massrali, Nabila, and Peter Stano. 2022. “Russia/Belarus: Members suspend Russia and Belarus from Council of the Baltic Sea States.”
March 5, 2022, EEAS

7 Council of the Baltic Sea States “Joint Statement of the Council of the Baltic Sea States Foreign Ministers.”

8 Council of the Baltic Sea States “Joint Statement of the Council of the Baltic Sea States Foreign Ministers.”

9 European Commission, “REPowerEU: Affordable, Secure and Sustainable Energy for Europe,” accessed August 23, 2025, https://
commission.europa.eu/topics/energy/repowereu_en
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For centuries, the Baltic states
have held a strategic geopolitical
position. Historically, they were
best known for trade. Their location
made them a crucial link between
the East and West. In modern
times, however, the region is seen
as one of the most critical zones
for security and defense between
Western allies and Russia. The
Baltic states remain wary of Russian
aggression. Since the start of the
Russian-Ukraine war, they have
shown strong support for Ukraine.
Today, they stand as the first line
of defense if Russia tries further
territorial expansion.

NATO and the Baltic states have
expanded their military presence
in response to rising tensions.

NATO launched the “Baltic
Sentry” mission to bring in new
naval, air, and ground forces. By
March 2025, the region also had
many troops from NATO allies,
including from the US, the United
Kingdom, Germany, and Canada.’
These forces strengthen deterrence
and support Baltic defense, though
much of this presence remains
rotational rather than permanent.

NATO allies and the Baltic region
face risks beyond conventional
war. Digital systems and energy
supplies are common targets of
so-called hybrid attacks, which
include cyber intrusions, sabotage,
and disinformation campaigns.”
Recent damage to undersea cables
and pipelines has shown how

fragile critical infrastructure can
be.? Estonia’s 2007 cyberattack

also remains a landmark example,
demonstrating how states can

be destabilized through digital
networks. These experiences

have driven the Baltic states to
advocate for stronger EU and CBSS
coordination on cyber and energy
security.*

The Baltic states fear that Russia
could one day attempt to expand
beyond their borders. Such an
act would violate international
agreements and ignore basic rules
of sovereignty. A balance between
credible military strength and
long-term cooperation is therefore
essential for the stability of Europe
and the security of its citizens.

Toric BACKGROUND

Baltic State Reliance on
NATO

After World War I, the Baltic
states declared independence from
the Russian Empire. That freedom
lasted only 20 years. In 1940, the
Soviet Union took control and
made them part of the USSR.
Soon after, mass deportations
began. Between June 1940 and

June 1941, at least 600,000 Baltic
people were executed, conscripted,
or deported to Siberia and other
remote areas. The Soviets wanted
to remove anti-Soviet groups and
tighten their hold on the region.
Instead, these actions strengthened
Baltic identity and fueled the
demand for independence.’
Through movements for the next

51 years, the people of the Baltic

States fought for their freedom.®
In the 1980s, the Soviet Union
began to struggle to keep control.
The KGB attempted to suppress
any signs of opposition; however,
this only gave the Baltic people
more determination. Rallies and
demonstrations began to break
out all throughout the region. The
people began to openly oppose
and challenge the powers. While

1 Radio Free Europe/Radio Liberty, “Baltic Countries Feel Aftershocks from U.S. Suspension of Ukraine Military Aid,” RFERL, March 6,
2025, accessed August 11, 2025, www.rferl.org/a/ trump—zelenskyyfj)utin—ukraine—war— altics-military-aid/33337368.html.
0

2 Seth G. Jones, “Russia’s Shadow War Against the West,” Center

accessed August 11, 2025, www.csis.org/analysis/russias-shadow-war-against-west.
3 Clean Energy Wire, “Gas Pipeline Nord Stream 2 Links Germany to Russia, but Splits Europe,” Clean Energy Wire, May 19, 2025,
accessed August 11, 2025, www.cleanenergywire.org/factsheets/gas-pipeline-nord-stream-2-links-germany-russia-splits-europe.

4 Council on Foreign Relations, “Estonian Denial of Service Incident,” Cyber Operations Tracker, May 2007, accessed August 10, 2025,
www.cfr.org/cyber-operations/estonian-denial-service-incident.
5 Gabriel Torrance, “Soviet Occupation in the Baltics,” The Sixth Form Review, October 6, 2023, thesixthformreview.wordpress.com/

soviet-occupation-in-the-baltics/.

r Strategic and International Studies, March 18, 2025,

6 Peter Rutland, “Introduction: Nation-Building in the Baltic States: Thirty Years of Independence,” Journal of Baltic Studies 52, no. 3 (July
3,2021): 419-24, doi.org/10.1080/01629778.2021.1944551.



the majority of these protests were
non-violent, a few of them were

met with Soviet forces, causing the

bloodshed.”

One of the most famous protests
was called the “Baltic Way” or
“Baltic Chain.” It was a coordinated
human chain that stretched 675
kilometers. Around two million
people joined hands across all three
Baltic capitals: Riga, Vilnius, and

Tallinn. The Baltic States specifically

refers to the three countries of
Estonia, Latvia, and Lithuania,

but the Baltic Sea States is a wider
geographical term for countries
with a coastline on the Baltic Sea.
The protest was organized by
popular front movements in each
state: Rahvarinne in Estonia, Tautas
fronte in Latvia, and Sajudis in
Lithuania. It took place on August
23, 1989. The date marked the
50th anniversary of the Molotov-
Ribbentrop Pact, which was a secret
deal between Nazi Germany and
the Soviet Union. It had divided
Eastern Europe into spheres of
influence. Germany would control
the west, while the Soviets would
take the east. The agreement

designated the Baltic states as part
of the USSR.®

The Baltic Way became one of
the most significant protests in the
region. It placed heavy pressure on
Soviet leaders and fueled the drive
for independence. Less than a year
later, in March 1990, Lithuania
declared independence. Latvia
and Estonia soon followed.” In
August of 1991, determined to
keep control of the Soviet Union,
communists planned to capture
the then-president of the USSR,
Mikhail Gorbachev. However,
they had very little support both
politically and militarily, and the
coup collapsed in days. This failed
attempt led to the downfall of
Gorbachev’s political career, and by
December of that same year, the
Soviet Union collapsed.'’ Despite
the official collapse in December,
the Baltic States’ independence was
widely recognized by September of
that year.

After regaining independence, the
Baltic states faced major security
problems. Their economies had
been part of the Soviet system and
needed to be rebuilt. They also
had to decide how to handle large
Russian minority groups who now
lived in a foreign territory. The

states had few resources and could

not build strong militaries right
away. Even with challenges, the
Baltic states acted quickly."

In 1992, Latvia, Estonia, and
Lithuania became founding
members of the Council of the
Baltic Sea States. Soon after,
they also joined the Council
of Europe. These steps helped
the Baltic states build stronger
legal systems and align with
international norms."* Their push
for integration continued. In
2004, all three became members
of NATO in the largest round of
NATO expansion.'’ Before joining
NATO, the Baltic states also built
joint defense projects. They set up
the Baltic Battalion (BALTBAT).
They also formed the Baltic Naval
Squadron (BALTRON). Another
step was the Baltic Air Surveillance
Network (BALTNET). Finally, they
created the Baltic Defense College
(BALTDEFCOL).!

NATO is an international alliance
formed in 1949. It was created as
a security measure against Soviet
troops in eastern and central Europe
after the Second World War. Today,
NATO has 32 member states. Its
main purpose is to safeguard the
security of all members. This means
that if one member is attacked,

7 “The Baltic States 1918-2018,” The Baltic Way - Spotlight Exhibits, August 22, 2018, exhibits.stanford.edu/baltic-way/feature/the-

baltic-states-1918-2018.

8 “The Baltic Way: History,” The Baltic Wa

9 Lithuania.lt, “The Baltic Way: How Hol

2021, www.thebalticway.eu/en/history/.
g Hands Changed History,” Lithuania.lt, August 22, 2023, accessed August 4, 2025,

lithuania.lt/news/life-and-work-in-lithuania/the-baltic-way-how-holding-hands-changed-history/.
10 Ronald ] Misiunas and James H Bater, “Independence and the 20th Century,” Encyclopadia Britannica, July 6, 2025, www.britannica.

com/place/Baltic-states/Soviet-republics.

11 Eitvydas Bajartinas, Mare Haab, and Ilmars Viksne, “The Baltic States: Security and Defense After Independence,” Institute for Security
Studies of Western European Union, June 19, 1995, www.iss.curopa.eu/sites/default/files/ EUISSFiles/cp019e.pdf.

12 Amy Elson, “Baltic State Membership in the European Union: Developing a Common Asylum and Immigration Policy,” Indiana
Journal of Global Legal Studies 5, no. 1 (Fall 1997): Article 15, www.repository.law.indiana.edu/ijgls/vol5/issI/15.

13 “Seven New Members Join NATO,” NATO update: Seven new members join NATO - 29
int/docu/update/2004/03-march/e0329a.htm.

arch 2004, March 29, 2004, www.nato.

14 Maris AndZans, “Three Decades of Baltic Military Cooperation and the Way Ahead - Foreign Policy Research Institute,” Forei%n Policy
Research Institute, March 5, 2025, www.fpri.org/article/2025/02/three-decades-of-baltic-military-cooperation-and-the-way-ahead/.



all are considered under attack.’
The Baltic states’ membership in
NATO was debated before they
joined. Western leaders worried
that the states might focus too
much on regional interests. This
could make them less cooperative
in future united efforts.'® However,
the greater concern was leaving
them out. A power vacuum could
make the region unstable and allow
another country to take control.
This could push Russian influence
closer to central Europe, which
neither side wanted. The Baltic
states are also in a very strategic
location. Their geography gives
NATO an advantage in protecting
the region and maintaining balance
in Europe."”

NATO serves as a crucial security
blanket for the Baltic States, as they
rely heavily on NATO military aid.
A key part of NATO’s defense is
their military presence. From 2004
to 2014, the tense relationship
between the West and Russia began
to simmer down due to NATO’s
expansion and Russia being
complacent. However, this changed
in 2014, when Russia invaded
the Crimean Peninsula, a part of
Ukraine.'® NATO responded by
enhancing its military presence in
the Baltic States. The new additions

Baltic Sea shipping port (Credit: Bernard Spragg)

were troops called tripwire forces.
This was to protect the region,

so if Russia were to move in on
the Baltic States, they would be
attacking other states” troops and

thus escalating it to a more global
scale.”

For the next two years, until
2016, NATO allies worked to form
and test the Readiness Action Plan,
or RAP? This plan created clear
measures to respond to threats
along NATO borders.” A key
outcome was the formation of four
multinational battlegroups. They

were deployed in 2017 and each
led by a different NATO member.
The battle groups were placed in
Estonia, Latvia, Lithuania, and
Poland. The United Kingdom led
the forces in Estonia. Canada led
the forces in Latvia. Germany led
the forces in Lithuania, and the
United States led the forces in
Poland.??

More recently, additional ships,
planes, and troops were sent to
Eastern and Southeastern NATO
territory in response to Russia’s
full-scale invasion of Ukraine in

15 David G Haglund, “North Atlantic Treaty Organization,” Encyclopadia Britannica, July 11, 2025, www.britannica.com/topic/North-

Atlantic-Treaty-Organization.

16 Toivo U. Raun, “The Baltic States After The Colla
2001): 275-85, doi.org/l().1556/H5tud.15.2001.1.1

]0356 of The Soviet Union,” ed. Peter van Ham, Hungarian Studies, no. 14/2 (July

17 Indra Ekmanis and Lukas Milevski, The Baltic States Mark Two Decades of NATO Membership, other, Chain Reaction (Foreign Policy

Research Institute, May 7, 2024).

18 Thor Stebelsky and Oleska Eliseyovich, “The Crisis in Crimea and Eastern Ukraine,” Encyclopedia Britannica, July 12, 2025, www.
britannica.com/place/Ukraine/The-crisis-in-Crimea-and-eastern-Ukraine.
19 Ekmanis, Indra, and Lukas Milevski. 7he Baltic States Mark Two Decades of NATO Membership. Chain Reaction. Foreign Policy Research

Institute, May 7, 2024.

20 Klaus Olshausen, rep., NATO’s Readiness Action Plan for Assurance and Deterrence — Progress & Challenges on the Road from Wales to
Warsaw (Berlin, Germanzz Institut fiir Strategie- Politik- Sicherheits- und Wirtschaftsberatung ISPSW, 2016).

21 “NATO’s Readiness

ction Plan” (North Atlantic Treaty Organization, 2016).

22 NATO, “Readiness Action Plan,” December 28, 2023, www.nato.int/c;)s/en/natohq/m{)ics_1 19353.htm; and “NATO’s Military
Presence in the East of the Alliance,” April 24, 2024, www.nato.int/cps/en/natohq/topics_136388.htm.



Bronze Soldier of Tallinn (Credit: Ken Miirk)

2022. In April 2024, Germany
began to lay the foundation for
increasing their military presence
and to grow to over 5,000 troops by
2027. Latvia soon followed suit. In
fact, in collaboration with Canada,
they were the first to scale up to a
multinational brigade. By 2026,
they will have 2,200 Canadian

troops stationed.?

The Baltic states gain significant
benefits from their partnership
with NATO. At the same time,
the relationship is not one-sided.
NATO countries take advantage of
the Baltic states strategic location
to strengthen their own security. In
this way, both sides gain from the
partnership.

Origins of Baltic Cyber
Conflict

In 1944, Soviet troops entered
Estonia’s capital and liberated
them from Nazi Germany. In
commemoration of this victory, a
two-meter-tall World War II Soviet
soldier statue was erected. It was
informally known as the “Bronze
Soldier.” However, this was not a
momentous occasion for everyone,
as it also marked the second
USSR annexation of Estonia. This
monument would survive over half
a century unscathed. However,
in the early 2000s, a conservative
party, “Pro Patria Union,” began
to attempt to raise support for the

23 Nato, “NATO’s Military Presence in the East of the Alliance,” NATO, April 24, 2024
24 Rain Ottis, “Analysis of the 2007 Cyber Attacks Against Estonia from the Information Warfare Perspective” (Tallinn: Cooperative Cyber

Defence Centre of Excellence, 2008).

statues’ removal. A few years later,
they tried more direct approaches.
In 2005, they covered the soldier in
red paint.

By 2007, tensions between
pro-Kremlin groups and Estonian
nationalists reached a breaking
point when the government
relocated the Bronze Soldier statue
from central Tallinn. For many
ethnic Estonians, the monument
symbolized Soviet occupation and
decades of repression after World
War II, while for Estonia’s large
Russian-speaking minority, it
honored Red Army sacrifice and
victory over fascism.** Moving it
was therefore seen as erasing history
by one side and correcting history
by the other. The move sparked
nights of rioting, vandalism, and
clashes with police.

On April 27, the unrest was
followed by a three-week wave
of massive “denial of service”
cyberattacks that overwhelmed
Estonian servers and cut off access
to banks, media outlets, and
government websites. The impact
was especially severe because
Estonia was already one of the
most digitally advanced societies
in Europe. Its EEBone backbone
network linked all government
offices through secure internet,
and citizens relied on electronic
ID cards to vote online, check
medical records, and file their
taxes. In short, the attackers hit



not just symbols but the digital
infrastructure at the heart of
Estonia’s daily life.”

While many of the 2007
cyberattacks flooded non-critical
services such as retail sites, others
struck far more sensitive targets,
including Estonia’s foreign and
defense ministries and its banks.?
This marked a turning point in
global perceptions of cybersecurity.
Until then, cyber operations were
mainly tools of espionage; now, for
the first time, a state appeared to
be using cyberattacks as a weapon
against another state. Because
attribution was murky, NATO’s “all
for one, one for all” Article 5 did
not apply. The treaty only covers
armed attacks when a responsible
state can be clearly identified, and
no conclusive evidence has tied
Russia directly to the incident.

Even so, the attacks were a
warning shot for Estonia and the
world. They showed how easily
federal computer defenses could
be bypassed and how quickly
vital services and everyday life
could be disrupted. In response,
Estonia reshaped its defenses. It
created a Cyber Unit within the
National Defense League, staffed
by volunteers who protect networks
and train citizens in digital
resilience.” This mix of military

readiness and civic participation
became a model for how small

states can harden themselves against

hybrid threats.
In 2008, Lithuania faced

cyberattacks similar to Estonia’s.
Many believed Russia or Soviet
supporters did them, but there

is no clear evidence. The hackers
hit about 300 websites and added
Soviet symbols and anti-Lithuanian

slogans.?®

These attacks followed
a recent ban on Nazi
and Soviet symbols. The
Soviet national anthem
had also been banned
two weeks earlier.

Latvia had similar problems in
2009. Officials reported Distributed
Denial of Service attacks (DDoS)
on government websites. These
attacks mostly hit defense and
foreign ministry sites. People
again suspected Russia or Soviet
supporters, but no concrete proof
was found. The Tallinn Manual says
that these attacks are not full-scale
“cyberattacks.” They did not cause

physical damage or stop websites

from working. Still, they broke
the law, as they interfered with

government work.”

One result of Estonia’s attack was
the creation of the Cooperative
Cyber Defense Centre for
Excellence (CCDCOE) in May
2008. Estonia and six other
countries founded it: Germany,
Italy, Lithuania, the Slovak
Republic, and Spain. In October
2008, it officially partnered with
NATO. The CCDCOE works
on research, training, and policy.
It also helps NATO improve
its cyber defenses. The Steering
Committee leads the center and its

decisionmaking.*

In 2009, the CCDCOE held
its first cybersecurity conference,
called CyCon. Experts from around
the world share their research
there. Experts from nearly fifty
countries gathered. In 2013, they
released the “Tallinn Manual on
the International Law Applicable
to Cyber Operations.”" The
manual is not law, but it explains
how international rules apply to
cybersecurity during war and peace.
It influences government policies.
The manual is updated regularly,
and the latest version, Tallinn 3.0, is
still in progress.*

25 “E-Estonia, the Information Society since 1997 - Centre for Public Impact,” Center for Public Impact, 2019, centreforpublicimpact.
orglﬁ)ublic—im act-fundamentals/e-estonia-the-information-society-since-1997/.
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Energy grids in Europe post BRELL-break (Credit: Kimdime)

Three years earlier, NATO had
added cyber defense to its main
strategies. In 2010, at the Lisbon
summit, leaders adopted a ten-
year plan. The plan said cyber
security is an important threat. It
also said NATO would work to
improve cyber defenses.”” In 2021,
NATO Allies agreed that serious
cyberattacks could count as armed
attacks. Then, NATO could use
Article Five. This rule means an
attack on one member is an attack
on all.** The European Union has
acted on cybersecurity too. In 2004,
it created the European Network

and Information Security Agency

(ENISA). This agency works to
protect EU systems and aims to
keep citizens safe online.*

Estonia’s 2007 cyberattack was
not the first of its kind. It was
big, but the tricks behind it are
older. Back in the Cold War, the
Soviet Union used the KGB to
run information wars against the
United States. Their goal was to
mess with people’s minds and
make America look weak. Instead
of hacking computers, they spread
fake news and rumors.*® They
printed false stories in newspapers,
ran secret radio stations, and even
paid off foreign political parties to
push their message. In the Estonia

example, instead of fake radio
shows, there were denial-of-service
attacks that knocked out websites.
The goal was still to confuse people,
cause chaos, and weaken the
opponent without firing a single
shot.

Russia’s Federal Protective Service,
the SVR (foreign intelligence),
the Federal Security Service, and
the Ministry of Internal Affairs
work together to set Russia’s cyber
rules. They also plan and guide
the country’s cyber work. By
2007-2008, Moscow began testing
offensive cyber tactics alongside
conventional force. Estonia’s 2007
cyberattack and the 2008 Russo-
Georgian War both featured
denial-of-service attacks, website
defacements, and disinformation
campaigns. While this was not yet
the fully developed “hybrid warfare”
seen in Crimea in 2014, it marked
an important early stage in Russia’s
use of cyber tools as part of state

conflict.””

In 2013, Estonia announced the
creation of a dedicated military
cyber unit tasked with research,
defense, offense, and development.
Over the last decade, the Baltic
states as a whole have become one
of Russia’s main testing grounds
for cyber operations. Their close

ties to NATO and sizable Russian-

33 NATO, “Allies Agree to Further Enhance Our Cyber Defence Capabilities,” NATO (official text), accessed July 13, 2025, www.nato.

int/cps/en/natohq/official_texts_68828.htm.

34 NATO, “Cyber Defence,” NATO, accessed July 13, 2025, www.nato.int/ (i%s/ en/natohq/topics_78170.htm.
35 European Union Agency for Cybersecurity (ENISA), “Who We Are,” ENISA, accessed August 10, 2025, www.enisa.europa.eu/about-

enisa/who-we-are.

36 Seth G. Jones, “Russia’s Shadow War Against the West,” Center for Strategic and International Studies, March 18, 2025, accessed
July 13, 2025, www.csis.org/analysis/russias-shadow-war-against-west
37 James K. Wither, “Hybrid Warfare,” per Concordiam 10, no. 1 (Winter 2020), accessed July 13, 2025, www.marshallcenter.org/sites/
default/files/files/2020-05/pC_V10N1_en_Wither.pdf.



speaking populations have made
them especially attractive targets for
these kinds of attacks.

National and EU Cyber
Defenses

Each Baltic state has developed
national cybersecurity structures.
Estonia established its Defense
Forces' Cyber Command in
2018, which is responsible for
offensive and defensive operations,
supported by public education
campaigns, cyber-hygiene training,
and e-learning courses for civil
servants.” Lithuania followed with
the creation of the Lithuanian
Armed Forces Cyber Defence
Command (LTCYBERCOM),
proposed in 2024 and launched
in 2025, consolidating all cyber
operations under the Ministry of
Defence. Within the last two years,
Estonia alone has logged over 6,500
cyberattacks, underscoring the scale

of the challenge.*’

In February 2025, Estonia,
Latvia, and Lithuania disconnected

from the Russian-controlled BRELL

power grid and synchronized with
the European network. BRELL
stands for Belarus, Russia, Estonia,

Latvia, and Lithuania. It was a
2001 deal to use Russia’s energy
grid.”! Leaving BRELL carried

new risks of cyber sabotage and
disinformation campaigns targeting
critical infrastructure. Estonian grid
operators even removed outside
VPN access as a precaution. A
NATO summit report that year also
warned that states bordering Russia
(Estonia, Finland, and Poland)
would remain prime targets for
sabotage.*?

ENISA has been pivotal in
shaping Europe’s cyber defenses.
It has driven initiatives such as
the Cyber Resilience Act, which
introduced an EU-wide certification
scheme for information and
communication technology, and the
NIS2 Directive, which expanded
requirements for protecting essential
services and critical infrastructure.
ENISA also launched the European
Vulnerability Database (EUVD)
to centralize information on
digital weaknesses across the
EU market.” Alongside these
measures, the EU has introduced
broader digital frameworks.
Regulation (EU) 2024/1183
established the European Digital
Identity Framework, part of the
Digital Decade Policy Programme

2030, aiming to give citizens and
businesses secure, interoperable
online identification across all
member states.

The EU has also moved to
strengthen collective crisis response.
In February 2025, the Cyber
Solidarity Act (CSA) entered
into force, creating a Europe-
wide Cybersecurity Alert System,

a Cybersecurity Emergency
Mechanism, and a Cybersecurity
Reserve of trusted private
responders.* Joint EU drills, such
as Digital Shield, now test member
states resilience against simulated
ransomware and denial-of-service
attacks.

One of the weakest points in
Europe’s cyber architecture lies
beneath the Baltic Sea. More than
35 undersea cables, in waters
averaging just 55 meters deep,
carry internet and communications
traffic. With roughly 4,000 ships
transiting the region, vulnerability
is high. Since 2023, incidents have
spiked. In October 2023, damage
occurred to the Balticconnector gas
pipeline and two Estonia—Finland
cables, with both Chinese and
Russian vessels detected nearby. In
November 2024, a cable linking
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Energy infrastructure facility in Kyiv after Russian drone attack (Credit: State

Emergency Service of Ukraine)

Sweden and Lithuania severed,
cutting one-fifth of Lithuania’s
internet. Another cable connecting
Germany and Finland was damaged
the next day. In December 2024,
the BCS East-West Interlink and
four more Estonia—Finland cables
were severed, one by the Russian

tanker Eagle S, later detained in

Finland.*®

These events forced the EU
to adopt a regional action plan
emphasizing deterrence, recovery,
and prevention, with investing

in tougher cable technology,

expanding surveillance, and
improving intelligence-sharing by
2026.

Dependence on Russian
Energy

Latvia, Lithuania, and Estonia
first declared in 2007 that they
wanted to leave the Russian-
controlled BRELL grid and instead
join the Continental European
network. They had cited regional
security concerns. The EU and
Poland backed the move, and in
2018, a formal agreement set 2025
as the target year. This was finished

in February of 2025, when the three
states disconnected from BRELL
and successfully synchronized with
the European grid.”

Ukraine had planned to also
disconnect in 2023, but the Russia-
Ukraine war forced Ukraine to act
faster. Ukraine disconnected in
February 2022, and the switchover
to the European grid happened
rapidly. Russia responded to
Ukraine’s fast exit from the Russian
grid by attacking its power system.
This included nuclear power plants,
energy substations, and coal and
gas generators. These attacks left
Ukrainians without power for long
periods.*

Many attacks happened just
before winter. This made the effects
of lost heating and electricity worse.
Before winter 2024, Russia started
a mass bombing campaign. It hit
all types of power plants, both
renewable and non-renewable. The
attacks caused blackouts, leaving
some areas with only a few hours
of electricity each day. By August,
Ukraine had lost about 60 percent
of its total power generation.

To relieve this loss, Ukraine had
to import more electricity from
Poland, a CBSS member state.

To address Ukraine’s energy crisis
in the long term, CBSS member
states and the European Union

have committed more aid. In June
2025, Norway, a CBSS member
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state, pledged 200 million USD

to Ukraine. The goal is to rebuild
Ukraine’s power system.”® This
builds on earlier donations in 2025
and in 2024.%' Since 2022, Ukraine
has also had to increase the use

of nuclear energy. This is to make
up for the loss of non-renewable
resources caused by Russian
airstrikes.’> Concerns include

the effects of Russian strikes on
Ukrainian nuclear sites. According
to the UN, Russia’s bombing
campaign creates a high risk of
nuclear disaster.>

One example is the Zaporizhzhia
Nuclear Power Station. It produces
half of Ukraine’s nuclear energy
and is one of the largest plants
in the world.>* Since 2022, it has
been under Russian control. The
plant has lost power multiple times,
leaving reactor fuel unable to cool.
Sustained Russian attacks on plants
like Zaporizhzia could make it
incredibly difficult to maintain
the power needed to prevent a
meltdown.

The danger of Ukraine’s use
of nuclear energy has created a
problem for several Baltic states.
These countries also use nuclear
power. Large reactors in a war zone
create serious safety and security

Zaporizhzhia Nuclear Power Station (Credit: Ralf1969)

risks. Limiting nuclear energy
would make Ukraine’s energy crisis
worse and could also hurt the

nuclear industry in the Baltic states.

CBSS members would then
have to use non-renewable energy.
This goes against the CBSS goal
to move the region to clean
energy. Lithuania, for example,
has explored options with French
partners to revive nuclear capacity
as part of its energy independence

strategy.”

Many European countries still
import Russian natural gas. Several
EU states initially depended heavily
on Russian gas, though imports
have fallen sharply since 2022.
Germany and Poland have sought
alternative suppliers. Nuclear power
supporters say that expanding
nuclear energy can reduce Europe’s
need for Russian gas. However,
some European states, including
Denmark and Germany, ban
nuclear plants for safety reasons.
These bans are partly influenced
by nuclear disasters. One example
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is the 1986 Chernobyl disaster,
where a Ukrainian nuclear reactor
exploded, causing massive damage
and fear.’® European countries must
weigh these trade-offs carefully as
they plan for a more secure and
sustainable energy future.

Baltic 2030:
Sustainability, Labor,
and the Blue Economy

Sustainable development refers
to growing a region’s workers,
buildings, and well-being while
saving resources for the future.
The Baltic region is ahead of
most of Europe and the world in
sustainability. It does very well
in biodiversity and clean energy.
Still, it misses many goals set by
the UN and CBSS.>” The World
Wildlife Fund states that the Baltic
Sea region is the best place in the
world to reach a “blue economy.”
A blue economy uses clean energy,
renewable resources, and protects

ecosystems.”

The CBSS lists sustainable
development as a main goal. To
support this, the CBSS set up
the Expert Group on Sustainable
Development (EGSD). This
group leads the organization’s
sustainability efforts. It also
manages the Baltic 30 Action
Plan. This plan works to meet the
United Nations’ 2030 Sustainable

Development Goals.” The CBSS
also created other working groups.
They help support the region’s
workers as the Baltic region moves
to a greener economy. They also
aim to make shipping more
environmentally friendly. This is
important, as the Baltics depend
heavily on maritime trade.

In 2017, the CBSS launched
the Baltic 2030 Action Plan as the
region’s roadmap for implementing
the UN’s 2030 Agenda for
Sustainable Development.*’
The UN framework, adopted
in 2015, sets out 17 Sustainable
Development Goals (SDGs)
and 169 targets. The Baltic plan
translates those global goals into six
priority areas tailored to the region.

The first, Partnerships for
Sustainable Development (SDG
17), promotes cooperation between
governments, businesses, and civil
society, encouraging the sharing
of technology and expertise. The
second, Transition to a Sustainable
Economy, links to multiple SDGs
(2,6,7,8,9,12, and 14) and
focuses on areas such as sustainable
farming, access to water, clean
energy, marine protection, and
circular economic practices.

Climate Action forms the
third priority (SDG 13, with
ties to SDGs 2, 3, 15, and 16),
emphasizing stronger disaster
response and the protection of

ecosystems. The fourth, Equality
and Social Wellbeing for All (SDGs
1,2, 3,5, 10, 16), addresses
poverty, gender inequality, and
discrimination. It also supports
children’s rights and tackles the
challenge of an aging workforce
through initiatives like the Baltic
Sea Labour Forum’s Sustainable

Working Life Project.
The fifth priority, Sustainable and

Resilient Cities and Communities
(SDG 11), calls for careful city
planning and stronger cooperation
between urban and rural areas.
Finally, Quality Education and
Lifelong Learning for All (SDG 4)
promotes STEM education and
skills development to help citizens
adapt to rapid changes in the job

market.

In 2012, the CBSS created the
Baltic Sea Labour Forum. Its goal
is to work with labor unions.
The forum helps meet SDGs and
focuses on fairness and workers’
rights.®! Each CBSS member and
observer sends one representative
to the Steering Committee. The
committee has five main priorities:
labor mobility and migration,
demographic challenges and lifelong
learning, knowledge supply, youth
employment, and an inclusive labor
market.*

Europe is aging fast. Since 2014,
the number of workers over 55
has grown by 16.2 million. Older
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workers face many challenges, as the
labor market changes quickly.®® The
Sustainable Working Life Project
helps with an aging workforce and
population changes. The project
looks at working conditions for
older workers and aims to keep jobs
available for them. It studies policies
and makes recommendations.*

The forum also supports the Baltic
2030 Action Plan. Their education
initiatives help workers learn new
skills and use sustainable practices.

The Expert Group on Sustainable
Maritime Economy (EGSME)
works to make the Baltic Sea
region’s maritime industries stronger
and more sustainable. This is
important for the economy and
environment. The group promotes
clean shipping practices, supports
the use of new digital tools, and
encourages the growth of new
industries like maritime tourism.
The EGSME has one high-level
diplomat from each member state.
They each meet to share ideas
and plan actions and improve
cooperation among its members.®

During Estonia’s presidency
of the CBSS in 2024-2025, the
Expert Group on Sustainable
Maritime Economy (EGSME)
highlighted two priority projects:
green shipping corridors and digital
twins. Green shipping corridors are

Algae bloom in the Baltic Sea (Credit: European Space Agency)

routes designed to eliminate carbon
emissions from maritime transport.
According to a 2025 EGSME
report, shipping in the Baltic Sea
alone produces about one percent
of global shipping emissions.

This is roughly 14,000 kilotons

of carbon dioxide each year.*

The UN’s International Maritime
Organization has announced

plans for four such corridors in

the Baltic, though none are yet
operational.”” The EGSME’s role is
to develop common standards and
encourage cooperation, including
public-private partnerships, to
help make these zero-emission

routes possible. The second project,
digital twins, involves building

a detailed virtual model of the
Baltic Sea using environmental
data. These digital models allow
scientists and policymakers to run
simulations, test scenarios, and plan
infrastructure, such as the future
green shipping corridors, with more
precision.®

Much like the rest of Europe,
the Baltic states have struggled
with high inflation and supply
chain disruptions in the past few
years. The Russia-Ukraine war has
contributed to a number of these
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Nord Stream pipeline construction (Credit: Bairl75)

issues, leading to high prices and
supply chain issues for agricultural
products, oil and gas, and food,
particularly grain.® Additionally,
the Baltic region’s previously
discussed reliance on Russian
electricity and the recent transition
of several states to a new electrical
grid have led to a surge in energy
prices.”” When energy prices rise
too high and too fast, the result is
inflation across the board.”! This
means that the Baltic region, which
has borne the brunt of Russian

aggression outside of Ukraine, is
dealing with the effects of the war
indirectly, as Baltic consumers are
met with high prices for household

necessities.

High inflation often negatively
impacts the labor market, including
slow job growth.” Failure to
address this issue in the Baltic
Sea region could jeopardize the
Council’s ability to address issues
of sustainable development that
involve the creation of green jobs,
and a strong private sector.

Nord Stream Attacks

The Nord Stream pipelines
carry Russian natural gas directly
to Germany through the Baltic
Sea, bypassing overland routes
in Eastern Europe.” Together,
Nord Stream 1 and Nord Stream
2 consist of four parallel pipelines,
each stretching about 1,200
kilometers from Russia’s Baltic
coast to northeastern Germany.”*
The projects are corporate-owned,
but the Russian state company
Gazprom holds a controlling
stake and decisive influence.
The pipelines cross the exclusive
economic zones of Finland, Sweden,
and Denmark, which had to grant
permits for construction. Other
Baltic Sea states, including Poland,
Latvia, Lithuania, and Estonia, were
consulted because of the project’s
regional security and environmental
implications, though the pipelines

do not run through their waters.”

Construction of Nord Stream 2
in 2021 faced opposition from the
United States. The United States,
a CBSS observer state, feared that
the construction of a new natural
gas pipeline primarily owned by a
Russian company would increase
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the influence of Russia in Europe.”
They worried that Western Europe
may become more dependent on
Russia. Politicians in opposition to
Nord Stream 2 also pointed out that
constructing this pipeline would
cut Ukraine out of the natural gas
transport process. Ukraine would
lose revenue as a result of this.
Germany, however, was a vocal
proponent of Nord Stream 2.
Germany was a leading purchaser
of Russian natural gas at the time
and promoted the project by stating
an additional source of gas would
increase their energy security.””

Throughout 2022, Russia had
begun to shut off service in Nord
Stream 1, limiting the pipeline’s
capacity by around 80 percent. This
was likely an attempt to strong-
arm Western Europe into limiting
support to Ukraine.” This is
symptomatic of the larger problem
of Europe’s reliance on Russian oil
and gas. In the early days of the
Russia-Ukraine War, approximately
45 percent of Europe’s natural gas
originated in Russia.”

In September of 2022, four
underwater explosions targeted
the Nord Stream pipelines. The
explosions hit both Nord Stream
1 and 2. The explosions caused gas
leaks that released petroleum and
natural gas into the surrounding
Baltic Sea. At the time of the

Nord Stream attack map (Credit: FactsWithoutBias1)

explosion, only Nord Stream 1
was actively transporting gas at
a high capacity; however, both
pipelines contained gas. Nord
Stream 2 was non-operational
because its use had been suspended
by Germany shortly after
construction, due to concerns over
Russia’s invasion of Ukraine. The
explosions hit pipes A and B of
Nord Stream 1, and pipe A of Nord
Stream 2 twice. Three of the attacks
were concentrated in the northern
part of the Baltic Sea, in Sweden’s
exclusive economic zone. This is
close to where Nord Streams 1 and

2 branch apart. The third took
place further South, in Denmark’s
exclusive economic zone.®” As
a result, three of the attacks fell
within the initial jurisdiction of
Swedish authorities, while the
fourth fell within Denmark’s
jurisdiction. The blasts were
detected by seismologists, scientists
who study earthquake tremors, at
2:03 am and 7:04 pm on September
26. Because the gas had originated
in Russia and was bound for
Germany, Germany, Sweden, and
Denmark all launched independent
investigations into the attack.
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The Swedish and Danish
investigations closed in early 2024
without naming any suspects.®’
However, they determined that
the cause of the explosions was
“gross sabotage.” This means
that the explosions were an
intentional attack meant to stop
the transportation of Russian gas
to mainland Europe.®> Germany’s
investigation is ongoing and has
explored multiple leads, including
when, in June 2024, German
authorities issued an arrest warrant
for a suspect in connection to
the attacks.® The suspect was a
Ukrainian national linked to a
yacht called the Andromeda. The
yacht was found to contain traces
of the same explosives that were
used in the attack and was spotted
near the Nord Stream Pipelines
shortly before the attacks.** German
authorities believe that the suspect
fled Poland, and is currently located
in Ukraine.

Investigators also suspect the
involvement of others who have
not yet been identified. Because of
the suspect’s ties to Ukraine, the
sabotage might have been the work
of extremists supporting Ukraine.

The German investigation also
found that Russian military ships
and submarines were spotted near
the pipelines in the days and weeks
leading up to the attack. This has
led some to theorize that Russia
was behind the sabotage.® This is
supported by the fact that the yacht
was rented from a woman with ties
to Russia.

As of 2025, German
investigators have not
been able to determine
the attackers” motives
for planting the
explosives.

They have also not determined
whether attackers were acting out of
support for Russia or Ukraine. The
investigation seems to be leaning
toward the conclusion that the
attack was not ordered by either
government.

When the investigation was
announced, Russia expressed
concern that the results would
be inaccurate or biased. Russia
petitioned the United Nations

Security Council to open an
independent investigation, but

this motion was denied.® If the
Nord Stream sabotage was not
conducted by the Russian or
Ukrainian government, it highlights
the involvement of independent
actors in the war. Russia, Ukraine,
and Poland have all been quick to
deny responsibility and disavow the

actions of the perpetrators.”’

Both Ukraine and Russia had
motives to disrupt the pipeline.
Ukraine’s motive was that the
pipeline was an important source of
revenue for Russia. Russia’s motive
was that a disruption could harm
Ukraine’s allies who rely on Russia
for natural gas. It is important to
note that Russia has a history of
sabotage in the Baltic Sea.

Even if Russia was not responsible
for the Nord Stream attack, there
are energy and communication
pipelines in the Baltic Sea that
remain vulnerable targets. Attacks
on Baltic Sea infrastructure have
immediate environmental impacts
and long-term economic impacts

for consumers in the Baltics.?®
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The Nord Stream pipeline
will likely remain shut down
indefinitely. Russian gas still enters
Europe through other pipelines,
such as the TurkStream and Yamal
pipelines. The European Union
plans to end Russian gas imports by
2027. The Nord Stream sabotage
provided a shock to Europe about
Russian gas reliance and accelerated
the process of reducing dependence.
If the German investigation
discovers that Russia was involved
in the attack, this will encourage
European powers to completely
transition away from Russian

energy. If the German investigation
determines that the sabotage was
the work of Ukrainians, Russia
may use that fact for additional
leverage. However, Germany has
stated that issuing an arrest warrant
for a Ukrainian citizen does not
affect their support for Ukraine.
'This indicates that the results of the
investigation will likely not have

a significant effect on European
support for Ukraine.

The European Union has a stated
commitment to diversifying natural

gas sources with a plan in place

to eliminate Russian fossil fuel
imports by 2027. The plan calls for
an end to new contracts by 2025
and a complete end to Russian

gas imports by 2027.% Since the
Nord Stream attack, European
dependence on Russian energy has
fallen to approximately 19 percent
overall. This is a 7 percent decrease.
In July of 2025, the European
Parliament voted to reaffirm these
commitments and to bolster

domestic clean energy production.”

CURRENT STATUS

The Shadow Fleet and
the Battle for Baltic
Waters

For years, Russia has relied on
a “shadow fleet” of older, poorly
regulated oil tankers to skirt
international sanctions. Similar
fleets have been used by other
sanctioned states such as Iran,
North Korea, and Venezuela,
but Russia’s fleet has expanded
dramatically since the full-scale

invasion of Ukraine in 2022.
Estimates suggest it now numbers
hundreds of vessels, many sailing
under flags of convenience or

without valid insurance.”!

In April 2025, Estonia detained
the tanker Kiwala over registration
and safety deficiencies. The ship
was released once the issues
were corrected, but the incident
highlighted how Baltic states are
monitoring sanction-evading

vessels more closely.”” A month

later, Estonia attempted to stop
another tanker, the Jaguar, as it
traveled through Estonia’s Exclusive
Economic Zone. During the
operation, a Russian Su-35 fighter
briefly crossed into Estonian
airspace, which is a violation of
NATO territory.”® This appeared

to mark the first direct use of
Russian military force to shield a
shadow fleet vessel.”* Portuguese
jets on NATO’s Baltic Air Policing
mission responded to the incursion,
monitoring the situation but not
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engaging. The Jaguar eventually
returned to Russian waters.
According to the Estonian Defence
Forces, the episode demonstrates
that monitoring and sanctioning
the shadow fleet is effective and
that such efforts must be further
intensified.”

Later in May, Estonia’s Defense
Minister Hanno Pevkur warned of
the risks posed by these ships. Many
are single-hull tankers, and the
Baltic Sea’s shallow waters would
make it far less able to absorb a
major spill than the open ocean.

As he noted, “When something
happens, the Atlantic might handle

it—but the Baltic Sea cannot.””°

This environmental danger,
combined with the rising security
dimension, has led Estonia and its
allies to intensify efforts to track
shadow fleet traffic and prepare for
possible escalation.

Back in January, several ships
were reported entering Estonian
and wider Baltic Sea waters, causing
damage to undersea infrastructure.
In response, NATO launched a new
initiative called “Baltic Sentry.””’
Three major commands oversee
the mission. The Allied Command
Operations (ACO) is responsible
for planning and executing all
NATO operations. Under it, the

Joint Force Command Brunssum

(JECBS) in the Netherlands helps
direct military operations on the
ground. The maritime component
comes from the Allied Maritime
Command (MARCOM), NATO’s
hub for naval operations and its

principal maritime advisor.”®

The program began as a test
project and used a small fleet of
naval drones as national surveillance
assets. But its mission expanded
as threats to undersea cables and
pipelines grew. Baltic Sentry now
deploys drones, maritime patrol
aircraft, and integrates national
surveillance systems to strengthen
NATO’s presence in the region.

As US Army General Christopher
G. Cavoli stated, the initiative
“will deliver focused deterrence
throughout the Baltic Sea and
counter destabilizing acts like those
observed in December 2024.”%

Since 2023, Estonia has been
suffering attacks on their undersea
communications and infrastructure,
with 10 cables damaged. One
recent incident was in December
2024. Four vital communication
lines between Finland and Estonia
were cut, which impacted both of
the states’” energy supplies. Behind it
was an alleged ship that is believed
to be a part of the “shadow fleet,”
which was detained by Finland.
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Numerous countries have
contributed resources to the Baltic
Sentry.'” Sweden, which joined
NATO in 2024, made its first
military deployment to the Baltic
Sea: an ASC 890 surveillance
aircraft, three warships, and
additional coast guard assets,
including four ships and seven
standby vessels. Germany also
contributed. In April 2025,
the Joint Force Command
Brunssum (JFCBS) oversaw the
first operational deployment of
the German Heron TP unarmed
drone. This system has greatly
advanced NATO’s intelligence,
surveillance, and reconnaissance
(ISR) capabilities by providing real-
time updates across the region.'”'
Beyond preventing incidents, Baltic
Sentry is also designed to ensure
that consequences are imposed on
perpetrators.'®?

The initiative, however, faces
two significant challenges. The
first is limited maritime capacity.
Even with NATO’s increased
presence, the sheer scale of critical
undersea infrastructure (CUI)
makes it impossible to protect
every cable or pipeline. The Baltic
Sea handles about 15 percent
of global container shipping,
with over 4,000 vessels passing

through daily—far too many

to monitor comprehensively.'”?

Many of NATO’s deployed

assets were not designed for
continuous cable surveillance.
While unmanned surface vehicles
and underwater sensors are

now in use—roughly 20 are
currently deployed—these systems
have their own shortcomings.
Unmanned underwater vehicles
(UUVs), for example, have limited
communication range and cannot
reliably operate at the depths
required to monitor undersea
networks. The 2025 workplan of
the European Defence Fund now
prioritizes developing “great depth
enabling technologies” and an
“advanced underwater network”
to address this gap. The second
challenge is limited legal authority.

Under the United Nations
Convention on the Law of
the Sea (UNCLOS), boarding
foreign ships in the EEZ is highly
constrained except in specific cases.
Enforcement must go through the
courts of the ship’s flag state, a slow,
politically fraught process that often
fails to produce meaningful results.
This legal gray zone allows hostile

actors to exploit and weaponize

maritime law, leaving NATO
with few options for deterrence or

retaliation.'*

Civil and Military
Defense in the Baltics

In the January 2024 Konrad
Adenauer Siftung (KAS) country
report for the Baltic states, Vladimir
Putin made public threats to all
three countries.

One specific comment raised
many alarms for Latvia when
the Russian leader asserted that
Russian-speaking Latvians “will
be treated like pigs in their own
country.”'” With comments like
these and their more recent hybrid
attacks, it would be imprudent for
the Baltic States to underestimate
Russia’s capabilities. Additionally,
otherwise reliable allies, such as the
United States and Germany, have
increased uncertainty in the security
and safety of the countries.

Estonia, Latvia, and Lithuania
each have their own particular
plans for self-defense. All three
have consistently met NATO’s 2
percent of GDP spending pledge
since 2014. Latvia and Lithuania
aim to raise this to 3 percent by
2027, while Estonia has committed

100 “NATO Launches Baltic Sentry to Deter Undersea Sabotage,” 7he Watch Journal, February 26, 2025, thewatch-f'oumal.

com/2025/02/26/nato-launches-baltic-sentry-to-deter-undersea-sabotage/#: ~:text=NATO%20ALLIED%20MARIT

COMMAND,%2C%20Germany%2C%?20Lithuania%20and%20Finland.
101 “NATO Baltic Sentry 2025: JFC Brunssum Leads First Deployment of German Heron TP for Regional Securi?/,j’ oint Force
7

Command Brunssum, published approximately April 2025, jfcbs.nato.int/page5964943/2025/nato-baltic-sentry-202

first-deployment-of-german-heron-tp-for-regional-security.

«

102 Juraj Majcin,

eu/publication/Battle-of-the-Baltic-Safeguarding-critical-undersea-infrastructure-645780/.

103 “As Sabotage Allegations Swirl, N

104 Majcin, “Battle of the Baltic,”
infrastructure-645780/.

ME%20

c-brunssum-leads-

attle of the Baltic: Safeguarding Critical Undersea Infrastructure,” European Policy Centre, April 22, 2025, www.epc.

O Struggles to Secure the Baltic Sea,” Reuters, December 3, 2024, www.reuters.com/world/
saboil/ige—allegations—swirl—nato—strug%les—secure—ba tic-sea-2024-12-03/.
C, 2025, www.epc.eu/publication/Battle-of-the-Baltic-Safeguarding-critical-undersea-

105 Alexandra Clobes, Oliver Morwinsky, and Fausta Simaityté, Baltic Bastions: New Defence Strategies for Lithuania, Latvia and Estonia,
Country Report, Konrad Adenauer Stiftung, Office Baltic States, January 2024.



Russian oil rig (Credit: ShavPS)

to around 3 percent as well.'” The
promise of the NATO alliance is
through a three-pronged strategy.
This includes armed defensive
capacities, national mobilization
of defense capabilities, including
global partnered training, and
civilian resistance. These large
jumps in contribution to national
security and defense go to show
how seriously countries are taking
potential threats to the region.

In the final quarter of 2023,
Latvia passed the “Latvia Defense
Concept” with a focus on both
military and societal resilience.
This new plan entails both peace

and wartime strategies. These

include deterrence, defense
capacity, building up resilience,
and nurturing “the ability and will”
among the civilian population

to defend the country. Year to

date, defense spending is up to
3.45 percent of their GDP and is
expected to be 5 percent by 2027.
In addition, Latvia also has a target
of 12,000 National Guards, a
volunteer force, by 2027 and is even
expected to surpass this goal before
then. The state is also working
toward upgrading their military
systems. More advanced systems
like HIMARS rocket launchers,
IRIS-T air-to-air missiles, and
coastal defense missiles are

beginning to be deployed.'””

The societal portion of this
concept is focused on the will
of the people. Volunteers are
the groundwork of the state’s
cybersecurity unit of the National
Guard as well as the Latvian
military.'”® Aside from volunteer
work, Latvia is working toward
implementing defense education
in all schools, starting with the
2024-2025 school year. In addition,
Latvia has also been enhancing
its cooperation with NATO allies
through the State Partnership
Program (SPP). This cooperation
is focused on fostering military
engagement and interagency
relationships between the Michigan
National Guard and the Latvian
National Armed Forces.'” Some
examples include joint exercises
between the two national guards
and the sharing of information.
The end goal of this program is
enhancing Latvian security and
military defense.

Estonia also formulated a new
defense plan for itself in the
beginning of 2024. The plan was
originally conceived as a decade-
long strategy starting in 2021 and
ending in 2031; however, it has now
been moved up with a hoped-for
completion date of 2027. The top
priority is acquiring medium-range
artillery and air defense systems,
armored tactical support weaponry

(such as tanks), and self-propelled
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artillery (quick-maneuvering
operating vehicles carrying field
guns, howitzers, mortar rocket, and
missile launchers). Additionally,
Estonia aims to have a division of
armed and well-trained civilian
soldiers within the Estonian army
that will add more than 50 percent
recruits. Conscription in Estonia
is mandatory for men, and in
Lithuania and Latvia, women can

volunteer.'!°

Lithuania has also accelerated
defense planning. The country
reinstated conscription in 2015,
and it continues to expand its forces
and aims to raise defense spending
toward 3 percent of GDP. Its
modernization includes HIMARS
artillery, advanced air defenses like
NASAMS and IRIS-T, and coastal
anti-ship missiles. Germany has
also pledged a permanent brigade
deployment, making Lithuania a
central hub for NATQO’s eastern
flank.""" Like its neighbors,
Lithuania also stresses total
defense, building up civil defense,
youth training, and volunteer
organizations such as the Riflemen’s

Union.

Industrial robots: banned exports under the sanctions agreement

Economic Measures
and Sanctions

In July of 2025, the European
Union announced new sanctions
against Russian crude oil as part
of the European Union’s goal
of ending European reliance on
Russian oil. The sanctions include
a price cap on the sale of Russian
crude oil, now set at 47.60 USD,
which is equivalent to about 85
percent of the market price. This
round of sanctions represents the
18th package of sanctions put
forward by the European Union,
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since Russia’s invasion of Ukraine
in early 2022."2 Price caps on
Russian oil had previously been

set at 60 USD per barrel; however,
this had not done much to limit
Russian oil profits. The goal of the
sanction is to limit the profits that
Russia can derive from these sales in
participating countries.'"

Reduced profits are meant to hurt
the Russian economy, encouraging
Russia to end the war. The sanctions
were announced by Kaja Kallas,
the Prime Minister of Estonia,

High Representative for Foreign
Affairs and Security Policy of the
European Union, and a member
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of the Council of the Baltic Sea
States. Because sanctions must

be approved unanimously in the
European Union, this package

of sanctions was approved by all
CBSS members.'"* The sanctions
were approved by the European
Parliament on July 18, after a deal
was reached with CBSS observer
states Slovakia and Hungary to
maintain existing exemptions on
the purchase of Russian gas. They
had previously been threatening to
veto the sanctions. Hungary and
Slovakia opposed the European
Union’s plan to completely phase

out Russian energy and gas
imports by 2027.'" They state that
this plan threatens their energy
independence, and they cite the
fact that they had previously been
granted an exception to the ban on
purchasing Russian oil."

The July 2025 sanctions package
was aimed at closing loopholes
Russia had been using to bypass
earlier restrictions. It banned
financial transactions linked to
the Nord Stream pipelines, which
were majority-owned by Russia’s
state company Gazprom and once
provided a steady income before

their sabotage in 2022."7 The new
rules also targeted Russia’s so-called
shadow fleet of tankers sailing
under foreign flags to secretly move
oil. Finally, the package restricted
imports of Russian crude that had

been refined in third countries such
as Turkey, China, and India before

118

being sold back into Europe.

The United States of America
has been considering adding
additional sanctions on Russia.
This move has been backed by
CBSS member states, who have
been notably aggressive in their
support for sanctions on Russia,
given their proximity to the Russian
border.'” In particular, Estonia has
been a leading proponent of strict
sanctions, even going so far as to
threaten a veto of the eventually
passed 18th sanction package if it
did not include a cap on Russian oil
prices.'*

The European Union’s first
sanctions against Russia came
in February 2022, just two days
before the invasion of Ukraine.
One of the earliest and strongest
targets was the banking sector. The
measures restricted the Russian
government and key ofhicials
from using EU-linked banks,
and several major Russian banks
were cut off from the Society for
Worldwide International Financial
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Telecommunication (SWIFT)
system. SWIFT is the international
messaging network used to process
cross-border transactions. Losing
access to SWIFT made it far harder
for Russian banks to move money
internationally, crippling a core
part of their operations.'?' The EU’s
February 2025 sanctions package
also added bans on international
transactions for 13 additional
Russian banks. Sanctions were also
placed on financial institutions

that used the Financial Messaging
System of the Central Bank of
Russia (SPES) to get around
restrictions placed on SWIFT.'*
This was meant to close a loophole
in earlier sanctions.

Among the banks that have been
sanctioned by the European Union
is Gazprombank, a Russian state-
owned bank that mainly handles
transactions related to oil and
gas. Gazprombank is linked to
Gazprom, the Russian state-owned
natural gas company that owns
the majority share of the Nord
Stream pipeline.'* The United
States has identified Gazprombank
as a way for Russia to facilitate
military transactions, in addition
to handling oil and gas sales to
Western Europe. Gazprombank

was the last major Russian bank to
face sanctions by the United States
in December of 2024. The move
was opposed by CBSS member
state Hungary, who requested that
an exception be made allowing
them to conduct business with
Gazprombank to continue
purchasing Russian natural gas.'*

This request was granted.

The European Union has limited
Russia’s economic and military
activity with export and import
bans. Export restrictions prevent
Russia from accessing products that
are necessary to produce weaponry
and military technology.

European Union
member states are
banned from exporting
these items to Russia.

Banned exports include iron
and steel, aviation-related goods,
computer chips, certain chemicals,

plastics, and industrial robots.'*

Additionally, the EU has established
import bans on Russian goods.
These are meant to hurt Russia’s
most profitable industries by
stopping sales to European

Union member states. Examples

of products targeted by import
restitutions include helium, non-
industrial diamonds, and steel.!?¢

Sanctions have also targeted
members of Russia’s wealthy elite,
particularly oligarchs and their
families. The EU has placed export
bans on luxury goods, such as cars
and jewelry, that are frequently
purchased by wealthy Russians.'”
Sanctions have also included travel
bans for specific individuals. These
figures include Kremlin advisors,
business figures, and members
of the media. They have found
themselves unable to travel to
certain EU countries, access frozen
assets, or participate in financial
transactions abroad.

As of February of 2025, over
2,500 Russian individuals have
been sanctioned by the EU and the
United States.'**Sanctions against
Russia have also sought to combat
disinformation about the war in
Ukraine. Bans and restrictions have
been placed on radio stations and
publications that express support for
the Russian invasion. The EU’s 16th
round of sanctions, for example,
placed a broadcasting suspension
on eight news outlets that were
engaging in “supporting and
justifying Russia’s war of aggression

121 Alessandro Rebucci, “SWIFT Sanction on Russia: How It Works and Likely Impacts | Econofact,” econofact.org, March 4, 2022,
econofact.org/swift-sanction-on-russia-how-it-works-and-likely-impacts.
122 “EU Adopts 16th Sanctions Package against Russia,” Enlargement and Eastern Neighbourhood, February 24, 2025, enlargement.
ec.europa.eu/news/eu-adopts-16th-sanctions-package-against-russia-2025-02-24_en.
123 Lauren Irwin, “Treasury Imposes Sanctions on Russian Banks, Financial Officials,” The Hill, November 21, 2024, thehill.com/policy/
international/5002275-treasury-imposes-sanctions-on-russian-banks-financial-officials/.
124 Dmﬁ/tro Basmat, “Hungary Requests US Sanctions Exemption for Russian Natural Gas Payments,” The Kyiv Independent, December

5, 2024,

yivindependent.com/hungary-requests-us-sanctions-exemption-for-russian-natural-gas-payments/.

125 “Import and Export Bans,” European Commission, 2023, commission.europa.eu/topics/eu-solidarity-ukraine/eu-sanctions-against-
russia-following-invasion-ukraine/import-and-export-bans_en.
126 European Commission, “Import and Export Bans,” 2023
127 “Press Corner,” European Commission - European Commission, March 14, 2022, ec.europa.eu/commission/presscorner/detail/en/

ip_22_1761.

128 Simeon Djankov, “Asymmetric Sanctions on Russian Individuals,” CEPR, March 25, 2025, cepr.org/voxeu/columns/asymmetric-

sanctions-russian-individuals.



Russian gas pipelines in Europe (Credit: Samuel Bailey)

against Ukraine.”'” In May of
2024, four more outlets were added
to the list, following allegations that

they were receiving payments from
Russian sources. The EU alleges
that the outlets were paid to publish

pro-Russia propaganda, leading up
to elections across the continent.'?°
Media outlets that have been
sanctioned by the European Union
are suspended from publishing,
broadcasting, or circulating material
within EU countries. This raises
questions around freedom of the
press in the EU. While the majority
of sanctioned outlets are Russian-
owned, such as Russia Today and
Sputnik, others are based in EU
countries, such as the Netherlands’

Voice of Europe.
While the July 2025 slate of

sanctions is the most comprehensive
set of restrictions on Russia in

the past few months, the EU has
already started to draft a 19th round
of sanctions."! These sanctions will
finish closing loopholes, and further
limit Russia’s oil and natural gas

profits.

BLoc ANALYSIS

Points of Division

The crisis regarding Russia
and the Baltic states has split the
countries (and subsequent allies)
into three main blocs: those
who have been victims of direct
hybrid attacks, those who strive
for diplomatic relations and avoid
military conflict, and states that still

129 Euro%ean Union, “EU Ado&ts 16th Sanctions Packa

130 “EU Bans 4 More Russian

rely on Russian energy.'** While the
Baltic states are the main players in
this conflict, many of the NATO
Allies stand to face repercussions.
Each respective bloc works towards
the same goal of ensuring security
for the Baltic states and Baltic Sea
not only for the people of those
countries but also due to the
important geopolitical location of
the states.
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Germany and the EU as a whole
were long dependent on Russian
energy. Since the start of the
Russia-Ukraine war, both have
worked to phase out this reliance.
Germany has largely eliminated
Russian pipeline gas, coal, and olil,
but some EU countries still buy
Russian pipeline gas, making the
EU collectively one of the largest
remaining buyers.'” In February



of 2025, all three Baltic States

were successfully transferred to the
European Unijon’s power grid. Due
to the difference in timelines, many
states are against comprehensive
energy embargoes and instead
support exemptions if the EU were
to impose sanctions.

This issue would focus on
balancing all the state’s economic
needs and their commitment to
both NATO and the Baltic states.'*
To try and meet in the middle,
many states of the Council of the
Baltic Sea States have been pushing
for more diplomatic relations in
which open dialogue is encouraged.
This is not one of the more popular
ideas, especially with those who
have recently been victims of
Russian hybrid attacks. Despite
the divide in methods, all states are
pushing for a way to ensure security
and defense for the Baltic states.

Diplomatic Approaches

Since Russia’s invasion of Ukraine
in 2022, many countries have been
calling for immediate sanctions on
Russian trade and energy. However,
a few states are still pushing for
diplomatic ways to rectify the
situation. One of the most notable
countries is the United States. With
President Donald Trump’s recent re-

election, the US has been pushing
for diplomatic negotiations with
Russia over continuing military aid
to Ukraine. US Vice President JD
Vance put it as the US has “issued
a very explicit proposal to both

the Russians and the Ukrainians,”
he said, “and it’s time for them to
either say yes or for the United
States to walk away from this

process.”!?

During his first term (2016-
2020), Trump’s stance on
Russia, while widely perceived as
sympathetic, continued the long-
standing domestic view of Russia as
an aggressor. He even put sanctions
on the state. However, with Trump’s
re-election (2025-2029), tensions
between the US and Russia have
risen, with Trump’s demands for
Ukraine war ceasefire negotiations,
which were quickly shot down by
Russia.

The US’s inconsistent method
of diplomacy with Russia has left
allies concerned about their next
move.*® Nordic countries such as
Norway and Finland have focused
on mediation through methods
such as impartiality, diplomacy,
and humanitarian efforts. These
methods have been increasingly
difhicult, as they are committed
to NATO but cautious given
their exposure. Due to Finland’s

hundreds of years of history with
Russia, as well as their 1,340
kilometers of shared border, direct
actions other than sanctions are a
lot more complicated than they may
appear.'”’ States like these have a lot
to lose by engaging in direct conflict
with Russia and will likely be the
first to face the repercussions.

Energy Dependence

While many states have mostly
or completely cut ties with Russian
liquified gas, the European Union,
a member state of the Council
of the Baltic Sea States, remains
the largest global purchaser of
Russian liquified gas as of January
2025." In the first year of the
invasion, CBSS member states and
observers Germany, Italy, Poland,
Spain, Hungary, the Netherlands,
Slovakia, and France continued to
purchase Russian liquified gas, with
Germany being the second largest
global importer behind China.'”
23 Russian oil and gas pipelines
are located throughout Europe,
and cross through a number of
member and observer states, as
well as underneath the Baltic Sea.
Combined, the pipelines run for a
combined 1,517 miles underwater

between Russia and Germany.
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Oil shipments by Russia to the rest of the world 2022-2024 (Credit: U.S.

Energy Information Administration)

In light of cable attacks and
the broader security threat that a
dependence on a Russian export
for something as important as gas
poses, several Baltic states, including
Latvia, Lithuania, and Estonia,
have stopped purchasing Russian
natural gas and have instead been
turning to other countries, such as
Norway, to supply natural gas.'®
Multiple member states of the
European Union have, however,
continued to purchase Russian gas.
These states, including Belgium,
Bulgaria, Greece, Austria, and the
Czech Republic, are not situated

on the Baltic Sea and therefore do
not face the same security threats
and economic leveraging that many
CBSS do. While these states may
not be able to directly influence the
Council of the Baltic Sea States,
they can influence the European
Union, which has member status in

the CBSS.

The states that continue to
purchase Russian oil and gas may be
doing so for a number of reasons.
These reasons may include the cost
and logistics of cutting off Russian
imports, the cost of Russian gas
compared to other options, and

public opposition. While these
states have expressed concern over
the political capital that these
pipelines give Russia, and in some
cases have limited or moved to limit
imports, the natural gas that Russia
provides continues to be a necessary
and difficult-to-replace resource.

Hybrid and
Infrastructure Attacks

Although Ukraine has been the
recipient of the vast majority of
Russian attacks, other Baltic states
have also suffered the tangible
effects of Russian aggression. In
2024, the Estlink 2 power cable, an
underwater communications cable
linking Estonia and Finland, was
damaged in what was determined
to likely be an act of sabotage by
Russia.'*! Suspicion has fallen on
Russia and ships associated with the
shadow fleet. In December of 2024
and February of 2025, a number
of these ships were the source of
explosions at ports around Europe,
specifically in Spain and Italy, who
are both CBSS observer states.!#?
The targeted ships had recently
been to Russian ports, possibly to
pick up smuggled shipments of
crude oil, and were later damaged
by explosive devices when docking
elsewhere.’® In October of 2023,
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Balticconnector, a gas pipeline
between Estonia and Finland that is
also linked to Latvia and Lithuania
and intersects Nord Stream, and
EE-S1, a communications pipeline
between Estonia and Sweden, were
cut in what Finnish and Estonian
officials alleged to be an intentional

act of sabotage.'*

These attacks call into question
the security of shipping lanes
and communication channels

between Baltic states and come

at a great cost to the states that
suffer the attacks. Repairs to the
Balticconnector pipeline, for
example, cost an estimated USD
40,687,500 to repair, following
the attack in October of 2023.1%4
The posts in Italy and Spain, the
location of the ship explosions,
now face concerns over additional
attacks. This is especially true
given the unprecedented nature
of ship civilian sabotage in the
Mediterranean region. Because

the ships that exploded were

frequently traveling through the
Baltic Sea and the Baltic Sea region,
explosives on board may cause

real security concerns for member
states, in addition to disrupting
communication lines and gas

shipments.

Affected states have a particular
interest in addressing the issue
of the Russian Shadow Fleet,
reinforcing undersea cables
and pipelines, and continuing

investigations into previous attacks.

CommMITTEE MiIsSSION

The Council of the Baltic Sea
States exists to facilitate cooperation
between the states that border the
Baltic Sea and their allies. This
is done through the three key
principles of regional identity, safety
and security, and a sustainable and
prosperous region. To achieve the
organization’s vision for a peaceful
and unified Baltic Sea region, the
Council of the Baltic Sea States
is responsible for the creation of
organizations and forums meant
to address these focus areas. The
principle of regional identity
promotes education and culture
that can be shared across the region.
The principle of a Sustainable and
Prosperous Region emphasizes
sustainable development, climate
action, and scientific research and
development. Finally, the principle
of a Safe and Secure Region seeks to

promote civil protections, especially
for children, combat human
trafficking, and maintain human
rights and international law. This

is the principle most concerned
with addressing the effects of the
Russian-Ukraine war as they relate

to the Baltic Sea Region.

The Council’s three primary
priorities are meant to work
together with one another through
an intersectional approach to
bettering the Baltic Sea region. For
example, the role of Baltic youths
is emphasized in the Regional
Identity principle’s commitment to
cultural education, the Sustainable
and Prosperous Region principle’s
commitment to climate education
and sustainable development for

future generations, and the Safe

and Secure Region principle’s goal
of addressing children of human

trafficking.
The Council of the Baltic Sea

States works to achieve its goals by
cooperating with other international
organizations. These organizations
include the United Nations, the
European Union, a member

of the council, and the North
American Treaty Organization.
Because the CBSS is committed

to addressing issues that affect the
entire region in a cooperative way,
many of the projects established

by the Council of the Baltic Sea
States were developed with other
organizations. For example, the
CBSS’s Baltic 2030 Climate Action
Plan was designed to align with the
United Nations’s 2030 Sustainable
Development Goals. Additionally,
the 2030 agenda was written in
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collaboration with the European
Union’s Strategy for the Baltic Sea
Region office.

The Council of the Baltic Sea
States is organized to encourage

cooperation with the governments

of member states to achieve the
Council’s goals. Foreign ministers
serve as the representatives of
member states to the CBSS, and
senior diplomats with relevant

experience serve on the Committee

of Senior Officials.'“ This allows
for the kind of healthy dialogue and
productive relationships between
member states that the CBSS seeks

to promote.

CoMMITTEE REPRESENTATIVES

Please note that in committee, any
directive needs a simple majority to
pass, but it also must be a majority
of the full members, not just the
observers. All characters listed here are

[full voting members, unless otherwise

specified.

Lars Lokke Rasmussen:
Danish Minister of
Foreign Affairs

Lars Lokke Rasmussen was
appointed as the Danish Minister
of Foreign Affairs in December of
2022."7 He is a seasoned politician
with over three decades of being
a part of the Danish Parliament.

In 2009-2011, he served as prime
minister of Denmark.'*® He oversees

Denmark’s diplomacy, international

security, and international relations.

Within the committee, he would
have a pro-European stance and
likely work with other Nordic
states and the Baltic states to help

strengthen the region.

Tonis Nirk: Estonian
Ambassador-at-
Large for Baltic Sea
Cooperation

Tonis Nirk currently serves
as the Ambassador at Large for
Baltic Sea affairs. He oversees the
CBSS’ senior ofhicials, focusing on
policy mainly regarding energy,
environment, and maritime
security. He shows strong support

for Ukraine as well as concern for

hybrid threats from Russia. Nirk
emphasizes the need for a regional
identity and believes it is crucial for

a secure region.'’

Margus Tsahkna:
Estonia Minister of
Foreign Affairs

Margus Tsahkna was appointed
the Estonian Minister of Foreign
Affairs in April 2023. He has a
history in both defense and social
security.”® Early in his career, he
greatly contributed to the Pro
Patria and Res Publica Union. He
is a strong proponent of Estonian
independence and strengthening
ties to NATO and the EU. Tsahkna
is responsible for all foreign affairs

except foreign trade.”’
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Kaja Kallas: High
Representative of the
European Union for
Foreign Affairs and
Security Policy

Kaja Kallas is the former
Prime Minister of Estonia. After
leaving office in 2024, she took
on the joint positions of High
Representative of the European
Union for Foreign Affairs and
Security, and Vice-President of the
European Commission. Kallas has
a background in law, and has served
in Estonia’s parliament. Kallas
supports European aid to Ukraine.

She has been critical of China’s

support for Russia in the past.*?

Helena Tuuri: Finnish
Ambassador for Baltic
Sea Affairs

Helena Tuuri has served as the
Finnish Ambassador to Prague
since August of 2014. In 2023, she
assumed the role of president of
the Council of the Baltic Sea States
through 2024. Since then, Tuuri
has been the Finnish Ambassador
for Baltic Sea Affairs. She has been
working towards securing EU

funding as well as working towards
major changes in migration and
climate change. Tuuri would likely
be a proponent of safeguarding
critical underwater infrastructure
with the goal of protecting the EU

energy grid and marine life."

Elina Valtonen: Finnish
Minister for Foreign
Affairs

Elina Valtonen serves as the
current Minister of Foreign Affairs
of Finland. Aside from this, she
has a background in defense and
finance, having served on both
the Finnish defense and finance
committees. Before entering
politics, she worked over a decade
in the financial sector and as a
former computer programmer.'>*
She shows strong support for

Ukraine and the strengthening of

CBSS international relationships.'

Johann Wadephul:
German Federal

Minister for Foreign
Affairs

Johann Wadephul began his
service as the German Federal
Minister of Foreign Affairs in May
2025. He stands strong in his
support for Ukraine and EU unity.
In multiple interviews he has stated
his acknowledgement that Russia
has shown aggression towards
Ukraine."® Wadephul would likely
support the continuation of NATO
and EU aid towards the Baltic Sea
States. He supports the need for
an increase of military presence in
the region to protect the people
of the Baltic States. He recognizes
the importance of the Baltic Sea as
a key region for the protection of
157

Europe.

Porgerour (Thorgerdur)
Katrin Gunnarsdottir:
Icelandic Minister for
Foreign Affairs

Porgerdur (Thorgerdur) Katrin
Gunnarsdéttir began her service
as Icelandic Minister of Foreign
Affairs in December 2024. For
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the last two decades, she has been

a key figure in Icelandic politics.
Gunnarsdéttir has had a long career
in foreign relations, starting in
2009 as a member of the Foreign
Affairs Committee until her current
position as the foreign affairs
minister.””® As a founding member
of the Council of the Baltic Sea
States, Gunnarsdéttir works closely
with the EU, NATOQ, and the Baltic
States to strengthen and secure the

region."’

Baiba Braze: Latvian
Minister of Foreign
Affairs

Baiba BrazZe has served as the
Latvian Minister of Foreign Affairs
since 2024. She has previously
held foreign affairs positions such
as the Ambassador of Latvia to
the United Kingdom. In previous
speeches, she has emphasized the
need for sanctions on Russia, such
as barring exports and transports
of manganese ore as well as the
transshipment of oil and gas from
Russia to EU ports. Braze has also
been working towards securing
Latvia’s candidacy for membership

l 160

on the UN Security Counci

Kestutis Budrys:
Lithuanian Minister of

Foreign Affairs

Kestutis Budrys has over 20 years
of experience in national security. In
2009, he began his political journey
as an advisor to the President of
Latvia on defense, policy, and
intelligence. Since then, Budrys
has served a number of roles,
including Chief National Security
Advisor, Secretary of the State
Defense Council and Chairman
of the Intelligence Coordination
Group. He began his service as the
Lithuanian Minister of Foreign
Affairs in December 2024. Since
then, he has openly recognized
Russia’s shadow fleet, unclear
maritime law, and the increase in
Russian activity within the Baltic
Sea. Budrys’ main objectives would
be to clearly define international
maritime law and work towards the
defense and offense of the Baltic Sea

States.'¢!

Espen Barth Eide:
Norwegian Minister of
Foreign Affairs

Espen Barth Eide was appointed
as the Norwegian Minister of
Foreign Affairs in October 2023.
He was originally a researcher on
international affairs and since then
has been working on defense and
foreign affairs for his state. Having
served as both a spokesperson on
energy in the Norwegian parliament
and Minister of Climate and
Environment, he is very dedicated
to the health of the planet and
policies dedicated to that.'®* He has
focused on the need for protecting
and securing undersea infrastructure
such as cables and pipelines.'®

Aud Lise Norheim:
Norwegian Senior
Advisor of the Section
for Nordic-Baltic Affairs

The position of Norwegian
Senior Advisor of the Section
for Nordic-Baltic Affairs
emphasizes cooperation with a
number of different international
organizations. These organizations
include the Council of the Baltic
Sea States, the European Union,
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and NATO. As Norway is not only
a Baltic state, but a Scandinavian
and Nordic state as well, this
position involves balancing the
needs and interests of both regions.
Aud Lise Norheim serves on the
Council of the Baltic Sea States’
Committee of Senior Officials.

Katarzyna Barcikowska,
Polish Head of the
Baltic Multilateral

Unit, European Policy
Department

Katarzyna Barcikowska’s position
emphasizes regional cooperation.
The head of the Baltic Multilateral
Unit is tasked with not only serving
on the Council of the Baltic
Sea States Committee of Senior
Ofhicials, but also cooperating with
other regional governments and the
European Union. The position has
an emphasis on democracy, human
rights issues, and national security.

Radostaw Sikorski:
Polish Minister of
Foreign Affairs

Radostaw Sikorski has been the
Polish Minister of Foreign Affairs
since 2023, although he also
held the position for seven years
previously, until 2014. Sikorski
has a background in journalism,
reporting from war zones around

the world. Sikorski also served as
the Minister of National Defence
from 2005 to 2007. On the issue
of the Russia-Ukraine War, Sikorski
has pushed for a ceasefire. He has
also supported the resettling of
Ukrainian refugees in Poland and is
a loud critic of Russia and advocates

increased support for Ukraine.'**

Maria Malmer
Stenergard: Swedish
Minister for Foreign
Affairs

Maria Malmer Stenergard has
served as the Swedish Minister for
Foreign Affairs since September
2024. In addition to her role as
the Minister for Foreign Affairs,
Stenergard also serves in Sweden’s
parliament, which is typical under
a parliamentary system. Before her
current position, Steneragard served
as the Minister for Migration and
Asylum Policy from 2022 to 2024.
Stenergard supports military aid to
Ukraine.'® She is known for her
close cooperation with the United
Nations, especially in humanitarian

matters.

Jean-Noél Barrot:
French Minister for
Europe and Foreign
Affairs (Observer)

Jean-Noél Barrot has served as the
French Minister for Foreign Affairs
since 2024. A veteran politician,
Barrot has held high-level positions
under a number of different prime
ministers. He has served his current
role under two prime ministers,
and was previously the Minister
Delegate for Digital Transition
and Telecommunications. He is
an expert in economics, and has
previously served as an economics
professor in the United States. He
is a strong supporter of Ukraine,
and has urged President Putin to

negotiate an end to the war.'*

Antonio Tajani: Italian
Minister of Foreign
Affairs (Observer)

Antonio Tajani has served as
Italian Minister for Foreign Affairs
since 2022. He is also currently
serving as the Deputy Prime
Minister of Italy. This position
gives Tajani the role of serving
as prime minister if the acting
prime minister cannot perform her
duties. He shares the role. Tajani is
known for his strong connections
to the European Union, having
served as President of the European
Parliament and a European
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Commissioner. Tajani supports the
involvement of the European Union
and NATO in negotiating an end to
the Ukraine War.'®”

Oana-Silvia Toiu:
Romanian Minister
of Foreign Affairs
(Observer)

Oana-Silvia Toiu has served
as the Romanian Minister of
Foreign Affairs since June of 2025.
Like her predecessor, Toiu has a
background in journalism. Toui also
has a background in labor policy,
serving on the labor committee in
Romania’s parliament. Toiu recently
negotiated a deal with Ukraine to
build a bridge between their states.

José Manuel Albares:
Spain’s Foreign
Minister (Observer)

Albares has been serving as
Spain’s foreign minister since 2021.
He is a member of Parliament
as well, having been elected in
2023.8 Albares has a background
in law, and was previously Spain’s
ambassador to France. He is a
strong supporter of Ukraine,
and has visited the country to
advocate for humanitarian aid.
He has expressed support for
increasing troop deployments to
Ukraine sometime in the future,

although not immediately, and has
encouraged Ukraine and Russia to
negotiate a peace plan first.

Andrii Sybiha:
Ukrainian Minister
of Foreign Affairs
(Observer)

Andrii Sybiha is a Ukrainian legal
scholar and diplomat who took
office as Minister of Foreign Affairs
in September of 2024. Sybiha’s
appointment to the office took
place after President Volodymyr
Zelenskyy chose to shuffle his
cabinet, appointing several new
officials to high-level positions.
Sybiha is a vocal advocate for
Ukraine joining the European
Union. He has diplomatic ties to
Turkey and Poland through his
positions as a diplomatic envoy and
ambassador.'®’

Marco Rubio: US
Secretary of State
(Observer)

Marco Rubio has served as the
Secretary of State of the United
States of America since 2025.

He is also the acting National
Security Advisor. Rubio was
previously a senator from the state
of Florida, serving on the Senate
committees for foreign relations
and intelligence. During the first

administration of President Trump,
Rubio often took on diplomatic
roles in Latin American policy.'”®
He has a background in law.
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RESEARCH AND PREPARATION QUESTIONS

The following research and preparation questions are meant to help you begin your research on your
country’s policy. These questions should be carefully considered, as they embody some of the main critical
thought and learning objectives surrounding your topic.

Topic A

1. How can the CBSS support member states in holding flag states accountable for environmental and
infrastructure violations while also promoting transparency and information-sharing to counter hybrid
maritime threats?

2. How can the CBSS work to increase awareness and further engage civil society in the implementation of the

SDGs?

3. How have cyberattacks historically targeted the Baltic States, and in what ways do Estonia, Lithuania, and
Latvia differ in their approaches to cyber defense?

4. Should the Baltic States pursue energy independence through public or private initiatives, given their reliance
on Russian imports and limited domestic resources?

5. Does NATO’s presence reduce the risk of Russian aggression in the Baltics, or does it heighten escalation risks,
and what role should the United States play compared to European NATO members?



IMPORTANT DOCUMENTS

Topic A
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