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A Note on the NHSMUN Difference

Esteemed Faculty and Delegates,

Welcome to NHSMUN 2027! We are Armen Bagdassarian and Sabeeh Mirza, and we are elated to
serve as this year’s Secretaries-General. Thank you for choosing to attend NHSMUN, the world’s
largest and most diverse high school Model United Nations conference. As a space for collaboration,
consensus, and compromise, NHSMUN strives to transform today’s brightest thinkers, speakers, and
collaborators into tomorrow’s leaders. We believe that an emphasis on education through simulation is
paramount to the Model UN experience.

Realism and Accuracy: Although a perfect simulation of the UN is never possible, we believe that one
of the core educational responsibilities of MUN conferences is to educate students about how the UN
System works. We strive to invite real UN, NGO, and field experts into each committee through our
committee speakers program. Moreover, we arrange meetings between students and the actual UN
Permanent Mission of the country they are representing. These exclusive resources are only available
due to IMUNA's formal association with the United Nations Department of Global Communications and
consultative status with the Economic and Social Council. No other conference goes so far to deeply
immerse students into the UN System.

Educational Emphasis: At the heart of NHSMUN lies education and compromise. Part of what makes
NHSMUN special is its diverse delegate base. As such, when NHSMUN distributes awards, we strongly
de-emphasize their importance in comparison to the educational value of Model UN. In particular, our
daises look for and promote constructive leadership and diplomacy that strive toward consensus, as
real ambassadors do in the United Nations.

Research and a Dedicated Staff: Our staffers care deeply about delegates’ experiences and

what they take away from their time at NHSMUN. Our Directors spend over six months preparing
Background Guides, in addition to Update Briefs written to reflect the rapidly changing nature of the
topics to be discussed. Our staffers are trained rigorously to provide the best conference experience
possible. Our daises provide thoughtful comments on submitted position papers. Our staff aims

to tailor the committee experience to delegates’ reflections and research, but also to facilitate an
environment where all delegates’ thoughts can be heard.

Empowering Participation: The UN relies on the voices of all of its member states to create
resolutions. This is our philosophy at NHSMUN too. Our Rules of Procedure and our staff focus on
making every voice in the committee heard, regardless of country assignment or skill level. Additionally,
unlike many other conferences, we also emphasize delegate participation after the conference.
Delegates spend countless hours researching topics critical to the UN and broader international
sphere.

Delegates, it is our sincerest hope that your time at NHSMUN will be thought-provoking and
stimulating. NHSMUN is an incredible time to learn, grow, and embrace new opportunities. We look
forward to seeing you work both as students and global citizens at the conference.

Best,
Armen Bagdassarian Sabeeh Mirza
Secretary-General Secretary-General
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Position Paper Requirements

Delegate research and preparation is a critical element of attending NHSMUN and enjoying the debate
experience. We have provided this Background Guide to introduce the topics that will be discussed in
your committee. We encourage and expect each of you to critically explore the selected topics and be
able to identify and analyze their intricacies upon arrival to the conference.

The task of preparing for the conference can be challenging. To assist delegates, we have updated
our Beginner Delegate Guide and Advanced Delegate Guide. These guides contain more detailed
instructions on how to prepare a position paper and excellent sources that delegates can use for
research. Use these resources to your advantage. They can help transform a sometimes overwhelming
task into what it should be: an engaging, interesting, and rewarding experience.

To accurately represent a national representative, delegates must be able to articulate their policies.
Accordingly, NHSMUN requires each delegation (the one or two delegates representing a country in
a committee) to write a position paper for each topic on the committee’s agenda. More information
about how to write and format position papers can be found in the Research Guide. To summarize,
position papers should be structured into three sections.

I: Topic Background - This section should describe the history of the topic as it would be
described by the delegate’s role. Delegates do not need to give an exhaustive account of the
topic, but rather focus on the details that are most important to the delegation’s policy and
proposed solutions.

II: Country Policy - This section should discuss the delegation’s policy regarding the topic.
Each paper should state the policy in plain terms and include the relevant statements, statistics,
and research that support the effectiveness of the policy. Comparisons with other global issues
are also appropriate here.

Ill. Proposed Solutions - This section should detail the delegation’s proposed solutions

to address the topic. Descriptions of each solution should be thorough. Each idea should
clearly connect to the specific problem it aims to solve and identify potential obstacles to
implementation and how they can be avoided. The solution should be a natural extension of the
character's policy.

Each topic’s position paper should be no more than 10 pages long double-spaced with standard
margins and 12 point font size. This is a maximum; 3-5 pages per topic is often a suitable length. The
paper must be written from the perspective of your assigned role and should articulate the policies you
will espouse at the conference.

Each delegation is responsible for submitting position papers on or before February 26, 2027. If a
delegate wishes to receive detailed feedback from the committee’s dais, their position paper must be
submitted on or before February 5, 2027. The papers received by this earlier deadline will be reviewed
by the committee dais and returned before February 26. Instructions on how to submit position papers
will be shared directly with faculty advisors.

Submission instructions for position papers will be sent to faculty advisers via email. If delegations are
unable to submit their position papers on time, please contact us at nhsmun@imuna.org.

Delegations that do not submit position papers will be ineligible for awards.
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Committee History

Before the 19th century, international police cooperation was only conducted on an ad hoc basis,
meaning that it was informal, temporary, and as needed. These temporary initiatives were primarily
focused on very specific goals or criminal organizations. The early 20th century saw the beginning
of a more concerted effort to rally and coordinate the efforts of different policing organizations. The
International Criminal Police Congress was held in Vienna in 1923, where a group of 22 delegations
founded the International Criminal Police Commission.! The commission’s membership grew from its
original 22 members to 58 member states by 1934 before the commission became dormant during
World War Il. In 1946, leaders in the United Kingdom, Belgium, France, and Scandinavian nations
reorganized and founded the International Criminal Police Organization, now known as INTERPOL.?

The constitution of INTERPOL, adopted in 1956, outlines two primary mandates that the organization
must follow. Article 2, clause 1 of the constitution states that INTERPOL is “to ensure and promote
the widest possible mutual assistance between all criminal police authorities within the limits of

the laws existing in the different countries and in the spirit of the Universal Declaration of Human
Rights.” Clause 2 states that INTERPOL is “to establish and develop all institutions likely to contribute
effectively to the prevention and suppression of ordinary law crimes.” Additionally, article 3 forbids
INTERPOL from undertaking “any intervention or activities of a political, military, religious or racial
character.”

In 2018, INTERPOL launched the Global Policing Goals (GPGs). These initiatives were designed to
work with the United Nations Agenda for Sustainable Development and sought to curb the effects

of crime on a global scale. The seven GPGs are to “Counter the threat of terrorism,” “Promote

border integrity worldwide,” “Protect vulnerable communities,” “Secure cyberspace for people and
businesses,” “Promote global integrity,” “Curb illicit markets,” and “Support environmental security and
sustainability.” Any initiatives that INTERPOL pursues should take concrete steps to support these
goals.

The primary governing body of INTERPOL is the General Assembly. The INTERPOL General Assembly
meets annually, with delegates attending from every member state. Typically, delegates are “chiefs

of police and senior ministry officials.” During these assemblies, delegates collaborate to write
resolutions. These resolutions must be passed by either a simple or two-thirds majority (depending

on the topic of the resolution), with each member state receiving one vote. The General Assembly
also elects the Executive Committee, a 13-delegate organization that organizes the implementation

of INTERPOL resolutions. The delegates of the Executive Committee meet three times per year to
ensure the smooth execution of INTERPOL missions and prepare the agenda for General Assembly
meetings.®

1 “Our History,” INTERPOL (International Criminal Police Organization), accessed September 19, 2021, https://www.interpol.int/en/Who-we-are/
Our-history.

2 “Key Dates,” INTERPOL (International Criminal Police Organization), accessed September 19, 2021, https://www.interpol.int/en/Who-we-are/
Our-history/Key-dates.

3 “Legal Documents,” INTERPOL (International Criminal Police Organization), accessed September 19, 2021, https://www.interpol.int/en/Who-we-
are/Legal-framework/Legal-documents.

4 “Global Policing Goals.” INTERPOL. Accessed September 20, 2021. https://www.interpol.int/en/Who-we-are/Strategy/Global-Policing-Goals.

5 “Governance.” INTERPOL. Accessed September 20, 2021. https://www.interpol.int/en/Who-we-are/Governance.
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TOPIC A
Scam Compounds
(Operation Shadow Storm)
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Introduction

he International Criminal Police Organization (INTERPOL) is an international

organization that addresses crime.' It unites 196 member countries as a hub for

international crime. INTERPOL coordinates border-crossing investigations and

international threats. This is primarily done through sharing vital information by sending

notices and through global databases. These are pivotal for police forces from a local to a global level.

By combining and analyzing shared data, INTERPOL can prepare for and respond to potential and

active threats. These threats include cybercrime, organized crime, financial crime, and terrorism.

INTERPOL is vital to protecting and supporting victims around the world. They advocate for

international cooperation by sharing data and creating universal databases for all nations. It backs

investigations and assists in operations. As our world becomes more globalized, INTERPOL becomes

much more crucial in facing future threats.

However, INTERPOL cannot act alone. It does
not independently arrest suspects, prosecute
crimes, or enter into a country. Instead,
INTERPOL connects national law-enforcement
agencies, distributes information about suspects
and criminal methods, coordinates multinational
operations, and provides tools for tracing

stolen funds.® To close a scam compound, local
authorities need to step in. Once the problem has
been identified, then national authorities conduct
arrests, rescues, and prosecutions within

their own territories. When governments lack
resources, do not cooperate with INTERPOL,

or are affected by corruption, then INTERPOL’s
response could be limited.

Launched in March 2026, Operation Shadow
Storm aims to resolve the growing financial fraud
issue centered in Southeast Asia.* The United
Nations Office on Drugs and Crime estimated
that scams caused between USD 88.3 billion
and USD 1141 billion in losses across Southeast
Asia, Australia, and New Zealand in 2025.° These
losses show that a scam compound operating

in just one country can financially harm victims
across an entire region and beyond. People
around the world lose money and personal
information to the scams, and many of the
workers contacting them have themselves

been trafficked and forced to commit crimes.

Distinguishing between willing operators and
coerced workers is necessary when addressing
the issue.

Scam compounds in Southeast Asia are an
increasingly common and thriving industry,
becoming much more industrialized. Scam
bosses have adapted to the ever-changing
technological environment. Scam compounds
have also adopted Artificial Intelligence, forced
labor, and collaborations with other crime bodies.
These include, but are not limited to drug trading,
human trafficking, and money laundering.® This
issue is very recent and still developing today.

As scam compounds become more advanced,

it is vital that INTERPOL and Operation Shadow
Storm adapt, and respond accordingly.

Operation Shadow Storm focuses on uncovering
the individuals and financial networks who
control scam compounds. These criminal leaders
can disguise themselves or blend in. Third parties
like recruiters, local businesses, shell companies,
or casinos can facilitate the fraud.” Digital

assets and bank accounts can be spread across
multiple countries, making the money trail harder
to track. Shadow Storm allows participating law-
enforcement agencies to combine information
and identify connections that may not be visible
within a single national investigation. However,
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INTERPOL must still depend on national
authorities and financial institutions to conduct
investigations, freeze assets, make arrests, and
prosecute suspects.

History and Description
of the Issue

EVOLUTION OF SCAM COMPOUNDS AND
ONLINE FRAUD

Online fraud has been an issue since the
creation and rising popularity of the Internet.
Specifically, phone scams and fake lotteries

are very common. According to the Washington
State Attorney General’'s Office, many people
throughout the United States report receiving
messages from telemarketers offering shares

in foreign lotteries.® Like many common scams,
these primarily targeted the elderly, taking
advantage of their limited technology proficiency
and scamming them upwards of thousands of
dollars. People deceived and financially harmed
by the scams are one group of victims. People
trafficked into compounds and forced to conduct
these scams are a separate group of victims.

Many of these scams originate from cyber scam
centers, or compounds, where hundreds or
thousands of workers operate under strict quotas
and surveillance. Once trafficked into compounds
in Southeast Asia, victims are frequently forced
to carry out pig butchering scams.® These
scams are similar to romance scams, often
playing the long game to exploit their victims
financially. Victims are lured into what they
believe to be a romantic relationship, friendship,
or situation with a trusted financial expert. Over
time, this gradually “fattens up” a victim for later
financial exploitation. Victims often invest or
donate money through a source controlled by
the criminal organization. These scams generate
billions of dollars each year. They are one of the
most profitable forms of transnational organized
crime, rivaling the profitability of even the drug

trade.

Compounds may also conduct impersonation
scams. In this, workers pretend to represent
banks, police agencies, delivery companies,
government offices, or victims’ family members
and collect money.? Other schemes direct
victims to fake gambling or shopping platforms
or use phishing links to steal passwords and
financial information. Workers often follow
prepared scripts, operate false online identities,
and communicate with many potential victims
at once. Artificial intelligence also allows for
scammers to operate at even higher rates

of productivity.® Like a legitimate business,
supervisors monitor scammer conversations and
require workers to meet financial quotas.

These organized fraud operations developed
over several decades. The compounds in
Southeast Asia that Operation Shadow Storm
targets can be traced back to Taiwan in the
late 1990s. During this time, phone scams and
fake lotteries began to develop and became
increasingly popular. By the 2000s, these
operations spread throughout mainland China#

In 2004, after a well-known professor lost
147,000 yuan to scammers and launched a
complaint to the government, the Fujian province
launched a special campaign to crack down

on these scams. However, scam compounds
continued to grow smarter, using newer and more
advanced technologies and methods to continue
targeting mainland Chinese citizens.® These
scam compound centers started establishing
secure hubs. They fortified them and expanded
their global reach, evolving to become more
serious global threats.® This led to China and
Taiwan signing the 2009 Cross-Strait Joint Crime
Fighting and Mutual Legal Assistance Agreement.
Among other things, the agreement outlined
mutual police cooperation, including conducting
joint operations against fraud and trafficking.
Using extensive resources from both parties,
online scams were heavily reduced around this
time.”

History and Description of the Issue



As a result, many criminal compounds set their
sights on locations with weaker regulations, like
Southeast Asia. From 2017 to 2019, Sihanoukuville,
Cambodia served as a hub for one of the largest
Chinese-run online gambling platforms. While
gambling is not inherently a scam, it can be
predatory. The odds are generally designed to
favor the operator rather than the participant.
Additionally, illegal online gambling networks
have developed facilities, payment systems,
recruitment channels, and relationships with local
authorities that can later support other criminal
activity.

Gambling operators housed their operations

in Sihanoukville because it had easy access

to the capital, a large airport, an abundance

of land available for rent or purchase, and
relaxed law enforcement. Due to the increase

of Chinese-funded infrastructure, crime
syndicates also had strong connections to find
victims in mainland China. At its peak, the online
gambling sector accounted for 90 percent of the
gambling industry’s revenue of USD 5 billion.'®
Online gambling became a global concern as
globalization increased, expanding its reach from
Southeast Asia.®

Cambodia banned online gambling in 2019,

Gambling table at raided
gang-run internet ‘scam farm’
in Bamban, north of Manila, the
Philippines

Credit: UNODC / Laura Gil

disrupting many gambling operations based

in the country. Some criminal organizations
relocated, while others repurposed their
facilities and networks for online fraud.2®° These
organizations increasingly recruited workers
through fake job advertisements and then used
confinement, threats, violence, or fabricated
debts to force them to conduct scams.?!

As the past decades have shown, it is
increasingly difficult to identify, prosecute, or
arrest scammers. Often disguised as simple
office buildings or hidden by local elites in
casinos, illegal operations can be challenging

to find. Even if a major figure is caught, it does
not take long before another operation pops

up just miles away from the original site.?

Many individuals are also performing the work

of various scams. As of 2026, an estimated
220,000 trafficking victims are held in scam
compounds in Myanmar and Cambodia alone.?®
Their passports are often confiscated, preventing
them from escaping. Failed attempts to escape
or refusal to work could lead to beatings or other
forms of punishment.

As of 2026, the INTERPOL Global Financial
Fraud Threat Assessment warns that online crime
is no longer just a threat to the online world, but

History and Description of the Issue



a center of polycriminality. Polycriminality is the
act of combining many forms of organized crime,
such as human trafficking and cybercrime. In
response, INTERPOL has enacted and launched
campaigns aimed to prevent scam compounds
from multiplying. Notably, the organization has
strengthened relations with member states.

This fosters more collaboration on such issues.
Since 2024, INTERPOL has flagged 54 percent
more fraud-related notices. Over the same
period, INTERPOL supported member countries
in more than 1,500 transnational fraud cases
involving reported losses of approximately USD
11 billion.2* Though scam compounds have been
continuously adapting and evolving, so have
INTERPOL and Operation Shadow Storm.?®

HUMAN RIGHTS VIOLATIONS

A key complexity in addressing online scam
compounds is that the individuals executing

the scams are often victims themselves.

People making phone calls, sending fraudulent
messages, and interacting directly with victims
might be coerced or directly forced to do so.
However, not everyone working in a compound
is trafficked. INTERPOL specifically notes

that some participants willingly commit fraud,
while others are held through force, threats, or
debt bondage.?® This makes raids especially
complicated. Authorities must distinguish
criminal organizers and willing participants from
trafficking victims who were forced to break the
law.

While the exact details vary from operation

to operation, victims are frequently lured with
fake advertisements promising well-paid work

in fields such as technology, customer service,
or online marketing. Recruiters may transport
them through several countries before bringing
them to guarded compounds. Once inside, their
passports and phones may be confiscated. Their
travel or recruitment costs may be used to place
them in debt. Operators then claim that victims
must work or earn a certain amount of money
before they can leave.?” At these compounds,

victims can face beatings and other forms of
physical abuse if their daily quotas are not
met.?2 Compound operators may provide limited
food and shelter, but these necessities are
used to maintain victims’ captivity rather than
compensate them for freely chosen work.

Trafficking occurs at an international level.
INTERPOL, through Operation Storm Makers

Il, uncovered instances of individuals being
trafficked in Malaysia, Peru, Uganda, Dubai, and
India.?® The INTERPOL-coordinated operation
brought together law-enforcement agencies

from 27 countries and resulted in 281 arrests

and the rescue of 149 trafficking victims.3° While
trafficking is a global issue, INTERPOL has found
Southeast Asia to be a hotspot for such activities.
However, recruiters, victims, compounds, financial
accounts, and scam targets may all be located in
different countries, requiring authorities to share
information throughout an investigation.

Rachel Yoong’s account provides a firsthand
example of the coercion, exploitation, and
violence experienced by victims trafficked into
online scam compounds. Yoong, a resident of
Malaysia, saw a well-paying job listing for a
position at a casino in the capital of Myanmar
and applied. After a few successful interviews,
Yoong booked a flight to Myanmar. After a couple
of days, the company who recruited her sent a
car to her hotel. In the car, there were “two big,
tough guys with guns,” according to Yoong.®'
She was driven multiple hours to a more rural
region near Myanmar’s border with China and
then sent to work in a tall, concrete building
with around 200 other trafficking victims. At the
facility, Yoong recounted that eight people were
forced to sleep in one room and victims were
forced to run scams for around 17 hours per day.
If the victims did not meet their daily quota of at
least USD 1,000 every three days, they would
suffer beatings, electrocution, and other forms
of abuse. Multiple people died from both suicide
and punishment methods.

Yoong specifically conducted romance-centric
scams targeting men in the United States. As a
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particularly high earner, Yoong received many
perks, such as being able to take home a portion
of her earnings and go out to fancy dinners with
her bosses. However, receiving limited payment
or privileges did not mean that she was free to
leave. This illustrates why authorities cannot
determine whether someone was trafficked
solely by asking whether that person earned
money or participated successfully in the fraud.
Yoong was eventually able to convince her
bosses to sell her to a new compound. The sale
of workers is a common practice across the
scam compound business. While at this new
compound, the Chinese government conducted
araid, arresting many and freeing the Chinese
nationals on site in the process. However, as a
Malaysian national, they did not send Yoong back
home. Two weeks after the raid, Yoong and the
other non-Chinese workers at the compound
were released from the local police station.
Their captors subsequently collected them

and brought them to a camp in the jungle with
significantly worse conditions.

Following a failed escape, Yoong’s situation only
grew more precarious. Her friend took beatings
for her that left him bedridden for a week. Still,
she persisted in her plan to escape. Eventually,
she was able to get in touch with a local who
helped her call the police. This led to the arrest
of various people at the camp, yet the Malaysian
embassy claimed they were unable to help her.
Instead, Yoong coordinated another sale of
herself to another gang with more lax security. In
this new setting, Yoong was finally able to get the
help of the Malaysian embassy and escape back
to Kuala Lumpur.®2

A rescue does not always end a victim’s
vulnerability. Authorities may initially treat people
found inside compounds as criminal suspects or
immigration offenders because they participated
in fraud or entered the country without proper
documentation. Victims may then face detention,
prosecution, or deportation without being
screened for trafficking. Trafficking victims should
not be punished for unlawful acts they were
compelled to commit as a direct consequence of
their exploitation.3® Effective operations therefore
require trained interviewers, interpreters, safe
shelters, medical and psychological care,
contact with embassies, and procedures for safe
repatriation.

While Yoong’s story is horrific, it is not unique.
Although no reliable worldwide count exists,
scam compounds are estimated to have
exploited hundreds of thousands of trafficking
victims. By March 2025, INTERPOL estimated
that around 300,000 people from 66 countries
are suffering worldwide in scam compounds.3*
Scam compounds therefore create two groups
of victims, those defrauded online and the
people coerced into conducting that fraud. As
INTERPOL and its affiliates work to dismantle
scam compounds and hold their operators
accountable, they must also prioritize rescuing
and protecting victims, both targeted by the
scams and those coerced into carrying them out.

ASSOCIATED CRIMES

Scam compounds depend on several
interconnected crimes. In addition to online
fraud, their operators may engage in human

By March 2025, INTERPOL estimated that around
300,000 people from 66 countries are suffering

worldwide in scam compounds.
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trafficking to obtain workers, money laundering
to conceal profits, and corruption to avoid
government intervention. INTERPOL describes
this overlap among different criminal activities as
“polycriminality.”®®

Criminal organizations must quickly move and
conceal money before authorities can recover it.
Thus, to obtain money from a victim, scammers
often direct victims to send money to accounts
controlled by “money mules.”*® Money mules
allow criminals to use their bank accounts to
receive or transfer stolen funds. This can be
done either knowingly or because they were
also deceived. The money may then pass
through numerous accounts, shell companies,
cryptocurrency exchanges, underground
banking networks, or businesses that appear
legitimate.®” Each transfer makes it more difficult
for investigators to identify where the money
originated and who ultimately controls it. This
process is called money laundering.®®

Casinos and online gambling accounts can also
be used to conceal stolen funds.®® Criminals
may launder the money so that it appears to

be gambling revenue. Because scam proceeds
can move through several countries within
hours, national police may lose the opportunity
to recover funds if they cannot quickly contact
foreign banks and law-enforcement agencies.*°
INTERPOL therefore helps member countries
exchange financial intelligence and request that
suspicious transfers be stopped before the funds
are moved again.

The use of shell companies, casinos, and
international financial networks also helps explain
why some criminal organizations establish
operations in special economic zones. Chinese-
backed special economic zones (SEZs) have
existed for decades to build stronger economic
ties between China and its Southeastern
neighbors. These SEZs operate with a

unique amount of autonomy and multinational
involvement. The Chinese government works
with local governments to launch various
infrastructure, economic, and social projects in

these regions. An unfortunate byproduct of this
system is that criminal organizations can take
advantage of the complexity.

Some government-approved SEZs are developed
or managed by private companies. Although
these zones remain subject to national law,

their private management, multinational funding,
and location in areas with limited government
oversight can make illegal activity harder to
detect. Criminal groups have exploited these
conditions in some SEZs by using apparently
legitimate businesses and development projects
to conceal scam operations. Researchers
sometimes describe developments that blur the
boundary between legitimate investment and
criminal control as “gray SEZs.™

This has led to a significant increase in SEZs
used to cover up illicit activity across Southeast
Asia, particularly in underdeveloped border
regions. Some criminal syndicates establish
operations in casino developments or take over
abandoned casinos, allowing them to combine
scam operations with the financial networks used
to conceal their profits.*? Allegedly, there are
reportedly over 140 casinos and 128 SEZs across
Southeast Asia’s Borderlands.*® In these areas,
scam compounds and the organizations who run
them can thrive.

Scam-compound networks may also facilitate
other forms of exploitation, including sexual
exploitation and the trafficking of children.
Workers can face discrimination, violence, or
sexual abuse based on their gender, nationality,
or perceived economic value. Traffickers
deliberately separate and pit workers against
each other to foster distrust and prevent them
from organizing or resisting their captors.*
Victims are unable to leave the scam compounds
and tortured for various reasons. If they try to
escape, in some cases, they may be killed and
have their organs harvested.** On top of human
trafficking for labor, these crime syndicates also
engage in other forms of trafficking such as child
and sex trafficking. As a function of the latter,
brothels are set up inside of scam compounds as
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well.

Animals and the environment are also targets

of these criminal networks. Wildlife trafficking

is widespread, in which coveted animal parts
such as ivory, pangolin scales, and tiger pelts are
sold illegally for significant profit. Exotic meat
farms and the sale of live animals are also a part
of this animal exploitation infrastructure. lllegal
gold and rare earth mineral mining results in river
poisoning, mercury contamination, deforestation,
air pollution, and wildlife displacement.*

In a region with weak rule of law and diminished
trust in public institutions, corruption inevitably
thrives. Criminal syndicates work with corrupt
government officials who turn a blind eye to their
various transgressions. Officials can ignore illegal
activity, provide fraudulent permits, or protect
criminal leaders. This corruption makes it more
difficult to arrest organizers, preserve evidence,
and rescue trafficked workers. This is especially
harmful when it comes to physically shutting
down scam compounds and rescuing victims. For
instance, corrupt officials may warn compounds
when a raid is about to occur, allowing the
criminals to escape and bring workers with them,
which reduces the number of victims able to be
saved.®® In one instance in 2022, Cambodian
officials were thought to be complicit with
Chinese nationals running scam compounds.
This resulted in the relative failure of a series of
raids by the Thai police on scam compounds in
Cambodia. The police estimated that they could
save 3,000 Thai nationals being forced to work
at these compounds, but only 66 people were
rescued. Among those saved, some corroborated
reports stated government corruption directly
aided the scammers.*°

Over time, profits generated by scam compounds
can weaken governance in the communities
where they operate. Criminal organizations

may use those profits to bribe officials, finance
armed groups, purchase legitimate businesses,
and expand control over local economies. This
can reduce public trust in law enforcement,
discourage legitimate investment, and make

local governments increasingly dependent on or
vulnerable to criminal networks.5°

SOUTHEAST CENTRALIZATION

As a result of crackdowns in China, crime
syndicates expanded beyond the country’s
borders and diversified their approach.’
Although these operations initially targeted
Chinese citizens, they have since evolved into

a transnational criminal enterprise. Today,

many scam compounds are concentrated in

the Golden Triangle, composed of Thailand,
Laos, and northern Myanmar. Cambodia is also

a major hub. While many of these compounds
continue to target Chinese-speaking victims, they
increasingly traffic individuals from around the
world. Tens of thousands of victims are trafficked
into these compounds each year, including
victims from South America, East Africa, and
Western Europe.®?

Although forms of organized telecommunications
fraud were developed by criminal networks in
Taiwan and elsewhere in China, Myanmar has
since become a major center for industrial-scale
online scam compounds. Beginning in the late
1980s, ceasefire agreements gave some ethnic
armed organizations and militias considerable
control over territories and economic activity in
Myanmar’s borderlands. Over time, fragmented
government authority and the armed groups’
need for revenue allowed casinos, illicit
businesses, and trafficking networks to flourish.
Criminal syndicates later used this existing
infrastructure and armed protection to establish
modern scam compounds. These hubs mainly
targeted and exploited Chinese citizens.

The number and scale of these trafficking
hubs continued to expand, peaking in the

early 2020s. However, in 2023, the Three
Brotherhood Alliance (3BTA) took action.
3BTA is composed of three Myanmar-based
ethnic armed organizations: the Arakan Army,
Myanmar National Democratic Alliance Army
(MNDAA), and Ta’ang National Liberation Army.

History and Description of the Issue



MYANMAR

THAILAND

They collaborated on a crackdown called
Operation 1027.5% The offensive primarily targeted
Myanmar’s military government and its allied
forces. However, eliminating scam operations
was also one of the alliance’s stated objectives.>
This was because some scam compounds
operated under the protection of local militias
and officials connected to Myanmar’s territorial
control. The alliance dismantled some major
scam centers, but its regional impact was limited.
Many criminal networks relocated elsewhere in
Myanmar or Southeast Asia. China supported
efforts to close these operations, as many were
run by Chinese criminal networks and targeted
Chinese citizens.

Cambodia has since developed into one of the
region’s largest hubs for human trafficking. From
there, these operations also spread into Laos
and northern Myanmar. Their proximity to China
allowed traffickers to more easily target Chinese-
speaking victims. Limited law enforcement
throughout much of the Golden Triangle has
enabled these criminal organizations to establish,
expand, and fortify scam compounds with
relative impunity.

% i

The Golden Triangle of
Southeast Asia
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Although some cases like Rachel Yoong’s
have received international attention, the
cases of thousands more remain unidentified
and undocumented.®® The centralization of
these operations within Southeast Asia has
made them harder to track and dismantle.
Weak state capacity, corruption, and limited
government interference in parts of the region
allow many compounds to continue operating
despite periodic crackdowns. According to
INTERPOL data, 74 percent of the trafficking
victims represented in that data were taken

to scam centers in Southeast Asia.®® Although
law enforcement agencies have made arrests
and recovered stolen funds, these efforts have
largely disrupted individual operations instead
of the broader criminal networks.>” As a result,
greater international cooperation and intelligence
sharing remains essential to preventing these
organizations from continuing to expand.>®

Despite increased international attention,
many scam compounds have continued to
evolve. Criminal organizations utilize Al to
create convincing fake identities, translate
messages, and conduct sophisticated phishing
attempts, allowing them to target victims far
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beyond Southeast Asia. At the same time, these
networks have expanded their recruitment
through social media. They also venture into
other illicit markets, including drug trafficking
and the illegal arms trade.’® As such, the threat
posed by Southeast Asian scam compounds is
no longer confined to the region but has become
a global security challenge.

Current Status

ARTIFICIAL INTELLIGENCE

The rise of artificial intelligence (Al) has gravely
impacted the operations of the scam industry.

Al is incorporated into various parts of the fraud
ecosystem, from generating scripts, pictures, and
audio deepfakes for scammers to use to helping
scammers manage multiple scams at once.
Concerningly, Al can generate content that will
most psychologically affect potential victims.

Agentic Al refers to systems that can
independently plan and complete a series of
tasks with limited human direction. In a fraud
campaign, these systems could help criminals
research potential victims, create personalized
messages, maintain conversations, and issue
payment or ransom demands.®® The 2026
INTERPOL Global Financial Fraud Threat
Assessment also found that Al-enhanced fraud
is approximately 4.5 times more profitable than
traditional scamming. This makes it extremely
attractive to scam compounds.®’ The rise of
generative Al has made it extremely easy for
even unskilled individuals to get involved with
and start running their own scams, lowering the
barrier for entry into the industry.®2

The Al revolution’s economic aftershocks have
also gravely impacted the scam ecosystem.
Across the world, Al is replacing entry-level
tech jobs. This had led to many people being
out of work and turning to scamming out of
desperation. This is especially true for people
with a criminal background who struggle to find

work. Sometimes, such people are economically
forced into scamming under the illusion of
choice.®®

Al can be used in most romance scams, as
workers chat online with victims for a period of
time before convincing them to wire over a large
sum of money. However, sometimes victims

will demand to video call either to meet their
supposed love or to confirm for themselves that
they are not being conned. The appearance of
the scammer is not often suited to these kinds of
calls. This could be because someone does not
actually look like the person they are pretending
to be or because they are visibly suffering

from physical abuse. In response to this, scam
bosses will at times hire people who have strong
interpersonal skKills to further charm the victims.
Al deepfake software can be layered on top of a
hired person’s appearances to match the look of
whomever the victims believes they have been
chatting with. As Al becomes more advanced,
visual “tells” and glitches are less likely, making Al
harder to detect and thus more dangerous in the
hands of scammers.%*

The risks of deepfake impersonation extend
beyond romance scams. In January 2024,

a finance employee at a Hong Kong-based
company joined what appeared to be a routine
video call with the company’s chief financial
officer and other colleagues.®® Everyone looked
and sounded authentic, but the employee

was actually the only real person on the call.
Scammers had used deepfake technology to
imitate all the other participants. Believing their
instructions were legitimate, the employee
transferred approximately USD 25 million to
accounts controlled by the criminals before
discovering the deception.?® This case
demonstrates how Al can strengthen traditional
impersonation scams by reproducing the faces
and voices of trusted individuals, making common
warning signs much harder to recognize.

Deepfakes are only one way Al can strengthen
impersonation scams. Another scam type that
has become more common due to the rise of Al
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involves scammers impersonating companies
such as banks, insurance agencies, or airlines.
In this scam, the scammers pretend that there
has been some kind of problem that requires an
urgent fix. Victims are instructed to download
software that looks similar to the real software
these companies use. Through this process,
the victim’s data is harvested, whether that be
biometric, financial, or something else. With this
information, the scammers can then log into the
victim’'s accounts directly and drain funds.®”

The Al technology necessary to run these Al-
powered scams is developed both by the scam
compounds themselves and separately by third
parties. Scam compounds have been known

to develop the Al technology themselves by
relying on open access code and Al-centric
resources before adapting it to their own
nefarious purposes.®® However, if they lack the
experts necessary for this in-house development,
scam centers can also turn to outside sources.
For instance, many scam centers rely on the
company Huione. Huione is unofficially an
underground one-stop shop for all of a scam
center’s financial and technological needs. This
includes creating Al-powered tools specifically
dedicated to the exact tasks scammers would
need them for such as creating fake personas.®®

However, Al isn't just part of the problem, it is
also being leveraged as part of the solution. Al
systems can examine large numbers of financial
transactions in real time and identify patterns
much more quickly than human investigators.

For example, these systems can flag unusual
changes in the amount, frequency, location, or
destination of a person’s transactions.”® They can

also map connections among certain accounts.
This can help investigators identify money mules
and larger criminal networks as a whole, instead
of individual suspicious transactions.”” Some Al
models can also learn from previous fraud cases
and adapt quickly as criminals change methods.
Despite the advantages, Al alone cannot identify
fraud. Some unusual behaviors may have
legitimate explanations. Bad or biased data

can cause Al systems to miss fraud or wrongly
restrict innocent users.”? Effective Al usage

to fight scams therefore requires robust data,
human review, and privacy protections.

I-GRIP PAYMENT INTERCEPTION TOOL

Operation Shadow Storm was launched in March
2026 as an international task force funded by
the United Kingdom’s Home Office.” It aims to
identify the criminal leaders, intermediaries, shell
companies, and financial networks operating
behind scam compounds. The task force will

use INTERPOL’s international network and tools
such as I-GRIP while examining connections
among financial fraud, cybercrime, and human
trafficking for forced criminality.”* The Global
Rapid Intervention of Payments, or I-GRIP, is

one of INTERPOL’s best tools for responding to
cross-border financial fraud. Launched in 2022,
I-GRIP is a stop-payment mechanism that helps
law-enforcement agencies communicate rapidly
when stolen money is transferred to another
country. Since its inception, I-GRIP has already
intercepted upwards of USD 200 million.”s Its
primary advantage is speed. Fraud proceeds may
pass through several accounts or jurisdictions

Scam compounds have been known to develop the
Al technology themselves by relying on open access

code and Al-centric resources
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within hours, making recovery more difficult each
time the money moves.

I-GRIP does not independently monitor every
transaction or automatically decide that an
account is fraudulent. Instead, when national
authorities identify a suspicious international
payment, they can use the mechanism to contact
law-enforcement counterparts in the country
receiving the funds. Those authorities can then
work with relevant banks or financial institutions
to determine whether the transaction can legally
be blocked, the account frozen, or the money
returned. Investigators remain responsible for
gathering evidence and determining whether
criminal activity occurred.”

Its significance lies in its ability to unite
financial institutions, law enforcement, cross-
border organizations, and much more.”” This
only emphasizes the need for international
cooperation. Without an established
communication channel, the money may
otherwise disappear before the appropriate
authorities identify one another and begin
cooperating.”®

I-GRIP may support Operation Shadow Storm

by helping participating countries intercept
payments connected to the scam compounds
under investigation. As a stop-payment
mechanism, I-GRIP allows investigators to

share and access data quickly. This provides a
comprehensive map of information needed to
prevent funds from being transferred away and
lost. However, investigators still must separately
analyze phone numbers, social-media profiles,
bank accounts, cryptocurrency wallets, corporate
records, and trafficking routes to identify the
criminal leaders. Shadow Storm can connect
these forms of intelligence, while I-GRIP provides
a rapid channel for responding when suspicious
payments cross borders.” It can also be used

to track and work with financial institutions to
investigate and gather more detailed information
on criminal figureheads.

One of the most common scams are business

email compromises (BECs). Recently, a large
Singaporean commodity firm fell victim to this
very scam.8° On July 19th, 2024, cybercriminals
impersonated a local supplier, tricking the firm
into transferring USD 41 million into a fake
account in Timor-Leste.®' After the fraud was
discovered, Singaporean authorities contacted
INTERPOL. Rapid cooperation through I-GRIP
allowed authorities in Timor-Leste to intercept
most of the money, returning it back within
days of the event. This marks one of the largest
ever recoveries INTERPOL has had. USD 39.3
million dollars were returned to the commodity
firm, but the rest of the funds had already been
transferred to Indonesia.

Operation First Light 2026 provides a broader
example of how I-GRIP can contribute to an
international anti-fraud operation. Conducted
from January through April 2026, the operation
involved 97 countries and territories and
targeted social-engineering scams and related
money laundering.82 Participating authorities
analyzed 152,808 cases, blocked 31,014 bank
accounts, solved 23,715 cases, and identified
15,606 suspects.®® These results came from the
operation as a whole, including investigations,
raids, account freezes, intelligence sharing, and
the use of I-GRIP. It is important to note that the
entirety of the operation’s success should not be
attributed to I-GRIP alone. However, this example
shows the potential of this technology, and how
useful it is.

I-GRIP is being used today throughout numerous
operations. Its versatility, speed, and reliability
has supported INTERPOL's operations incredibly
well. However, as much as INTERPOL's
technology has grown, so has the technology of
many crime syndicates. With Artificial Intelligence
technologies being readily accessible throughout
the world, scam operations have become harder
to detect. Additionally, it has become easier to
trick victims. I-GRIP proves that new technology
can only address crime syndicates for so long.84
Only with continued innovation and drive to
synthesize new approaches can INTERPOL
succeed in their operations.
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PUBLIC-PRIVATE PARTNERSHIPS

Partnerships are essential to INTERPOL’s
strategy to counter scam centers through
Operation Shadow Storm and beyond. The 2026
Global Fraud Summit underscored this focus
point by pointing out that collaboration across
borders and industries is essential to stopping
the global spread of scamming as an industry.
Not only must countries work with each other,
but they must work with the private companies
that can either enable or inhibit scamming. This
coalition must come together to convince for
profit companies that the latter is preferable.
Private companies must not only condemn fraud
with words, but with actions t00.%°

Prior to the 2026 summit on Global Fraud, 11
large, multinational tech and retail companies
including Meta, OpenAl, Amazon, Google, and
Microsoft signed an agreement committing to
developing and deploying Al-powered defenses
against scams.®® The pledge commits various
tech and retail companies to working against
global fraud. Because scam operations move
between social media, dating platforms, online
retailers, Al tools, and financial services, action
by only one company may simply push criminals
onto another service. While no major actions
have been taken due to the agreement, it has
increased investment on the issue, and helps
companies respond more consistently across
platforms.

This industry accord has four primary themes:
prevention, cooperation and collective learning,
resilience, and public awareness. These themes
encourage companies to create stronger
verification mechanisms, clearer anti-scam terms,
stronger enforcement, better internal resourcing
and information sharing, collective learning from
trends, and higher level of consumer awareness.
Together, these measures address scams at
several stages: verification can prevent criminals
from creating false identities, detection systems
can identify suspicious activity, information
sharing can reveal networks operating across
platforms, and public education can reduce the

number of people deceived.

The accord also calls for cooperation with
governments. Governments can support

these commitments by establishing clearer

legal requirements, improving fraud-reporting
systems, increasing law-enforcement capacity,
and creating lawful procedures through which
companies can share relevant information.?”
While only 11 corporations signed this agreement,
they are some of the largest and most powerful
corporations in their respective industries.

As such, by signing the agreement, these
companies are challenging the rest of their
industries to join the coalition against global
fraud. However, the accord is voluntary and
does not establish penalties when a company
fails to fulfill its commitments. Its ultimate effect
will therefore depend on whether signatories
publish measurable results, consistently enforce
their policies, and continue cooperating after the
summit. The accord also calls for cooperation
with governments, rather than asking
governments to adopt the companies’ exact
commitments. Governments can support these
efforts by establishing clearer legal requirements,
improving fraud-reporting systems, increasing
law-enforcement capacity, and creating lawful
procedures through which companies can share
relevant information. This division of responsibility
matters because companies can restrict the

use of their services, but only governments can
conduct arrests, prosecutions, and many forms
of asset recovery.

Between publishing the report and the end of
the 2026 summit on Global Fraud, numerous
other companies have pledged to work with
INTERPOL, however, is necessary to counter
fraud. These companies include Group-IB (a
cybersecurity company), Gherson (a legal firm),
and many more companies in many different
fields.®8

As part of the 2026 Global Fraud Summit,
INTERPOL and the United Nations Office on
Drugs and Crime developed a framework for
public-private cooperation. The framework
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includes six steps:

1.
2.

Acknowledging shared responsibility
Taking proactive and coordinated action to
counter fraud

. Sharing information

. Supporting victims

Educating the public and businesses

. Leveraging innovation and emerging
technologies, together

o0h®

These six steps lay the foundation for a
coordinated response to global fraud.®® The
framework recognizes that no participant
controls every part of the problem: governments
possess investigative and legal authority, while
private organizations control many of the
platforms, payment systems, technical tools, and
information used by scammers.

Companies can also specifically support
government actions against fraud by pooling
data. This allows INTERPOL and other police
forces to act with as much information as
possible. Telecom and security companies can
work with police forces to gather and relay

data such as phone numbers, bank accounts,
crypto wallets, social media profiles, and more.*°

However, this can raise security concerns
regarding user privacy. The methods in which
data is collected and shared must be deeply
scrutinized to ensure that data does not fall into
the wrong hands and is not abused in any way.

One instance of successful public-private
partnerships comes in the form of Operation Red
Card 2.0. This Operation ran from December
2025 to January 2026 across 16 African
countries. The operation was conducted under
the African Joint Operation against Cybercrime
(AFJOC). AFJOC is an initiative funded by the
UK’s Foreign, Commonwealth & Development
Office. It was also supported by INTERPOL. The
process included working with private partners,
including Cybercrime Atlas, Team Cymru, Trend
Micro, TRM Labs, and Uppsala Security. These
partners provided data and intelligence. In this
process, the multinational police force arrested
651 individuals and recovered USD 4.3 million. On
top of this, hundreds of mobile phones, laptops,
SIM cards, and fraudulent social media accounts
were confiscated or shut down. This happened
primarily across Nigeria, Kenya, and the Ivory
Coast.®
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Organizations outside law enforcement can also
contribute through training and capacity building.
In another instance, the Regional Support

Office of the Bali Process supported INTERPOL
during Operation Storm Makers 1.2 This project,
an earlier INTERPOL-coordinated operation
addressing trafficking and migrant smuggling,
rescued 149 victims of human trafficking from
scam centers and arrested the ringleaders

of the operations. To support this, the RSO’s
Operational Capacity Building and Training
Program Manager gave a training session on
victim identification and support to a group of law
enforcement officers from various groups.®® This
illustrates the importance of capacity building.
Rather than conducting raids or making arrests
itself, the RSO gave officers the skills needed to
recognize trafficking, distinguish coerced workers
from willing participants, and provide appropriate
assistance to rescued victims.

Private organizations can also assist with
tracing and recovering stolen assets.®* Financial
institutions and cryptocurrency services

may identify suspicious transfers, preserve
transaction records, freeze assets when legally
authorized, and help return recovered funds

to victims. Some governments use a portion

of confiscated criminal assets to fund future
enforcement or victim services.®® However, these
arrangements require clear legal safeguards.
Asset recovery should prioritize victims and

not create improper financial incentives for
governments or private companies.

Bloc Analysis

POINTS OF DIVISION

INTERPOL has always found it difficult to

move its members in a single direction, and this
committee will be no exception. The organization
cannot make arrests, conduct searches, or enter
a member state on its own. It can only coordinate
the collection and exchange of information and

act with a host government’s permission. It must
also reconcile the competing priorities of civilian,
military, national, and local police forces, which
may define success differently.®®

Despite these challenges, at its core, every
delegate in this committee should be aligned
about the main objectives. All participants should
want to dismantle existing scam compounds,
prevent their spread, and free victims. No entity
in this committee actively seeks the spread of or
acceptance of these scam compounds.

The real disagreements are not about goals but
about method, speed, and cost. Three questions
will separate the blocs. The first is whether to
strike at the source of these scams or at the flow
of illicit funds. Some delegates want to locate
and physically dismantle compounds, while
others believe the easier way to strike the scam
compounds is through the money, technology,
and infrastructure that keep them running. The
second is a disagreement about what is realistic.
Historically, the operators of these compounds
have proven very adept at evading authorities.
When one compound is abandoned, another
often reappears across the nearest border within
months. For some, every time a compound is
closed is a victory. Others may see a waste of
resources that do not solve the core problem.
The third disagreement concerns authority —how
much expanded investigative power, cross-
border data-sharing, and regulation of finance
and technology the committee should endorse.
Every participant will draw a different red line
before they start to see threads to national
sovereignty, individual privacy, and legitimate
businesses.

STAKEHOLDERS FAVORING STRONG,
DECISIVE ACTION

This bloc wants to strike the compounds where
they stand with every available tool. Its members
are willing to endorse coordinated raids, arrests,
extraditions, and the expanded authority needed
to carry them out, and they are impatient with
responses they see as treating symptoms rather
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than the disease. The United Kingdom anchors
the group: its Home Office funds Operation
Shadow Storm and has cast itself as the leader
of an international effort to hunt down overseas
scammers.%’

Each member may have their own motivations,
but they agree on the urgency of the issue.
Thailand, for example, has already shown its
appetite for hard measures, mounting cross-
border operations to liberate Thai nationals.®®
The bloc’s non-governmental members supply
the moral case. Human Rights Watch and

the International Justice Mission frame the
compounds where exploited victims are held in
servitude,®® Although there are many obstacles
to maintaining the type of sustained action this
bloc seeks, they work to leverage their resources
aggressively.

STAKEHOLDERS FAVORING FINANCIAL
AND TECHNOLOGICAL CONSTRAINTS

This bloc is skeptical that storming compounds
solves anything for long because they have a
tendency to reappear. Although the compounds
and the people can be moved, this bloc seeks
to focus on other, more vulnerable industry
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lifelines — financial systems, cryptocurrency,

shell companies, and communications tools.

Its members favor asset freezes, financial-
intelligence sharing, platform takedowns, and
mechanisms such as INTERPOL’s I-GRIP, a stop-
payment tool that has intercepted more than
USD 200 million and, in one case, helped recover
USD 39.3 million of a USD 41 million business-
email fraud within days.°°

The bloc’s logic suits its members’ positions.
Transparency International’s mandate is precisely
the tracing of illicit financial flows, beneficial
ownership, and asset recovery° Meta has
already demonstrated the model, disabling more
than a million scam-linked accounts in a joint
operation with other technology firms and law
enforcement®? Amnesty International arrives at
a similar preference from a different direction:
its own research found that most compounds
kept operating even after police “rescues,” and
it warns that raid-first approaches too often
leave trafficking victims criminalized rather than
protected.°3

STAKEHOLDERS URGING CAUTION

This bloc does not defend the compounds. It
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distrusts the tools proposed to fight them. Its
members will readily support action against
clearly identified criminal sites, but they resist
broad grants of investigative authority, expanded
financial and technological regulation, and
standing surveillance powers that could sweep
in legitimate businesses. The line between an
aggressive-but-lawful call center and a criminal
scam operation is not always bright, and
hyper-aggressive investigation risks creating
tangible economic harm. The cryptocurrency
industry, represented by Coinbase, is wary of
any expansion of blockchain oversight; Brian
Armstrong keeps a hard line against unlawful
conduct while arguing that “regulation by
enforcement” chills legitimate innovation.'°*
Starlink illustrates the same tension from the
connectivity side: its terminals have been found
powering compounds across the Myanmar
border, and while the company has disabled
thousands of devices when presented with
specific targets, it resists blanket restrictions on
where and to whom it may sell%®

The states in this bloc make similar arguments.
Countries like Laos sit closest to the problem
and are the most exposed to it. Its borderlands
host the region’s grey special economic zones
(SEZs) and casino developments —reportedly
over 140 casinos and 128 SEZs. The economies
here are entangled with the very networks the
committee is targeting, making them protective
of sovereignty and cautious about external
intervention.°® OpenAl, though a signatory

to the 2026 industry accord alongside Meta,
favors voluntary and technical safeguards over
committee action that would broadly regulate Al
tools with legitimate uses.'””

Committee Mission

As an international police organization made
up of member countries, INTERPOL cannot
violate the sovereignty of any given nation. This
means that INTERPOL cannot make arrests,

or do searches and seizures.?® INTERPOL’s

primary ability is to coordinate the collection and
transmission of data and information. INTERPOL
can work with the forces of member states and
private companies to create task forces; however,
it has no authority on its own and must have
permission before acting in any given country.
Thus, INTERPOL’s strength comes from its
collaborative and structured nature. When done
properly, INTERPOL can act as a central hub that
allows member states to work better and more
efficiently. It is imperative that delegates keep all
of this in mind throughout the committee.

There are many different avenues this committee
can take to accomplish its goals, ranging from
relying on modern technology to more traditional
police-like forces. However, while doing so, it

is imperative that the committee remembers

the human aspect of this issue. Human rights
must be protected at all times when any actions
are taken.°® This means recognizing that
perpetrators can also be victims. Delegates must
delicately balance their pursuits of apprehending
and punishing criminals with the goal of helping
victims. On top of this the social, political,

and economic ramifications of actions taken
against scam compounds must be considered,
as communities can be torn asunder during

and after raids.® The tradeoffs are numerous,
meaning that delegates must fully understand the
implications of their decisions, while also acting
with haste.

This isn’'t an easy task. It is recommended that
delegates look at frameworks developed by
INTERPOL, human rights organizations, private
companies, and other nonprofits to synthesize
comprehensive plans for how to counter scam
compounds. Delegates should consider how
successful national or regional anti-scam
programs could be adapted for international use.
They should also examine previous INTERPOL
operations involving financial fraud, cybercrime,
human trafficking, and asset recovery to
determine which methods could be expanded
through Operation Shadow Storm.

Committee Mission



Character Biographies

AUSTRALIA: HEAD OF NATIONAL
SECURITY HAMISH HANSFORD

Hansford commenced this role in July 2025. He
is responsible for integrating national security
missions for Home Affairs and is also the National
Counter Foreign Interference Coordinator

and the Commonwealth CounterTerrorism
Coordinator. Hansford has worked across

the Australian government in cybersecurity
infrastructure, law enforcement policy, COVID-19
response, border protection, transportation,
intelligence, etc."" He worked in cybersecurity
infrastructure for the Australian government
from 2020 to 2025 during which he led various
cybersecurity related reforms."?

CAMBODIA: DEPUTY PRIME MINISTER
NETH SAVOEUN

Savoeun has been the deputy prime minister of
Cambodia since 2023. Before he started this
role, from 2008 to 2023 he was the National
Police Chief. In this role, he took steps against
foreign criminal activity in the Sihanoukville
Province."™® Savoeun has a deep background in
law enforcement, having previously been the
police chief of Phnom Penh and the head of the
Penal Crimes Division’s justice department. He is
a longtime member of the Cambodian People’s
Party, the current ruling party of Cambodia that
has been accused of corruption and human
rights abuses."* Savoeun’s cooperation will be
essential to stamping out scam compounds in
Southeast Asia.

CHINA: DIRECTOR OF THE OFFICE OF
THE NATIONAL SECURITY COMMISSION

CAl Ql

Cai is currently the vice president of the
National Security Commission Office, head of
the Communist Party’s central ideology school,
and the chief of staff to Xi Jinping™® He is a
longtime and committed member of the Chinese

Communist Party. He is a close confidant of Xi
Jinping and the fifth ranked member of the CCP.
He was an executive in the General Office of
the National Security Commission from 2014 to
2016. Since then, he has also been chairman of
the organizing committee for the 2022 Beijing
Olympic Games."®

FRANCE: NATIONAL DIRECTOR OF THE
DNPJ CHRISTIAN SAINTE

Sainte has held this position since July 2023.
Previously, he was the head of the judicial police
force of Paris from 2015 to 2023 and, prior to
that, he was the head of the judicial police force
for Marseille"” He is considered particularly
knowledgeable regarding organized crime,
having worked on cases involving gangs and
transnational crime in the past."® He is a reformer
of police, specifically focused on public safety"

GERMANY: FEDERAL MINISTER OF THE
INTERIOR ALEXANDER DOBRINDT

Dobrindt has held this position since May 2025.
This role involves managing internal security,
public protection, and law enforcement.?° The
Federal Ministry of the Interior ensures that
security policies are integrated across society.
During his time in this role, Dobrindt has been
particularly focused on border security and
immigration. Prior to this, he has spent much of
his career in various positions within the Christian
Social Union political party as well as having been
the Federal Minister of Transport and Digital
Infrastructure from 2013 to 2017.

INDIA: NATIONAL SECURITY ADVISOR
AJIT DOVAL

Doval has been a National Security Advisor for
the Modi government since 2019. Previously,
he had a long career in law enforcement and
intelligence, having worked as an undercover
operative. He has been a part of high-profile
hostage negotiations and takes strong stances
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against militarism and terrorism. He was elected
President of the International Association

of Chiefs of the Police for Asia and Pacific
region in 2004.”2 He founded the Vivekananda
International Foundation, a public policy think
tank focused on collaborative security in 2009.23

LAOS: MINISTER OF PUBLIC SECURITY
VANTHONG KONGMANY

Lt. Gen. Vanthong Kongmany is on the forefront
of the fight against scam compounds. He has
described the problem as a top government
priority, and draws on his extensive military
background when planning police operations.
From 2023 to May 2026, his department has
made over 2,800 arrests in connection with
scam compounds. He has made frequent visits
to neighboring states to shore up diplomatic
support and resources, and he has not been shy
about supporting strong enforcement actions.’*

MYANMAR: NATIONAL SECURITY
ADVISOR TIN AUNG SAN

U Tin Aung San has been the National Security
Advisor since April 22, 2026. His responsibilities

lie in analyzing and reviewing national security,
then advising the Office of the President.®
Previously, U Tin Aung San served as the
Myanmar Armed Force and the Commander-in-
Chief. And in between 2021-2026, he served in
senior positions under numerous administrations.
He cycled between the State Administration
Council, Deputy Prime Minister, Minister for
Transport and Communications, Minister of
Defense, Union Minister in the Prime Minister’s
Office, and now the National Security Advisor.2¢

THAILAND: SECRETARY-GENERAL OF
THE NATIONAL SECURITY COUNCIL
CHATCHAI BANGCHUAD

Bangchuad is currently serving as the Thai
Secretary-General of the National Security
Council at a Senior Executive Level since
November 17, 2024. Bangchuad has also been
consistently chosen as chief negotiator for
multiple panels and international dialogues along
with his numerous other positions.”” He served
from 2011-to the present, serving as directors
of numerous Security Bureaus and assistant
Secretary General of the National Security
Councili?®

Ibrahim Kalin

Credit: Tahirselim2016
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TURKEY: DIRECTOR OF THE NATIONAL
INTELLIGENCE ORGANIZATION IBRAHIM
KALIN

Kalin currently serves as the Director of National
Intelligence and advisor to the Turkish Prime
Minister. He was previously a professor at the
College of the Holy Cross. He also founded the
SETA foundation for Political, Economic and
Social Research through 2005-2009.2° His
background contains years of experience in
numerous Universities. He trained as a scholar
of Islamic studies and philosophy, as well as
Islamic history and culture®° This experience
and education is vital to his role as the Director of
National Intelligence.

UNITED KINGDOM: HOME SECRETARY
SHABANA MAHMOOD

Mahmood has served as the British Home
Secretary since September 5, 2025. She

was then reappointed as of July 20, 2026.
Previously serving as Lord Chancellor and
Secretary of State for Justice since 2024, she
has consistently been a top advocate for safer
environments for British citizens¥' Notably,
she is the United Kingdom’s first female Muslim
Home Secretary®2 She also enjoys running,
participating in the London Marathon.'®®

VIET NAM: MINISTER OF PUBLIC
SECURITY LUONG TAM QUANG

Luong currently serves as Vietnam’s Minister of
Public Security since June 2024. He also served
as a Politburo member for the 13th and 14th
tenures. This means that he is part of Vietham’s
top political decision-making body** Notably, he
served in the Viethamese military as a general,
and was a member of Vietnam’s Council for
National Defence and Security!®® He is also very
adamant on pushing Vietham to develop digital
databases and digitize the nation. This is shown
through his work as the Chairman of the National
Data Association.®®

NGO: HUMAN RIGHTS WATCH EXECUTIVE
DIRECTOR PHILIPPE BOLOPION

Formerly a United Nations Director of Human
Rights Watch, Bolopion now serves as the
Executive Director® His role is to organize
advocacy responses to crises such as in
Myanmar or Burundi. He, himself, has participated
in these crisis responses, traveling into conflict
zones.®® He started his career as a journalist,
and was deployed to Kosovo. There, he covered
ethnic violence, and the UN’s administration
action.® Through the United Nations, he would
then work his way up to his position today.

NGO: GLOBAL ANTI-SCAM ALLIANCE
MANAGING DIRECTOR JORIJ ABRAHAM

Abraham serves as the managing director of the
Global Anti Scam Alliance*° This organization
aims to prevent potential victims from scams.
He started his career off in eCommerce in 1997,
working his way through multiple store chains
and organizations.*! Most notably, he founded
two companies, eVentures Europe and vZine.
These were companies that supported business
development and online publishing respectively.?
His experience in the eCommerce industry is
vital to understanding the digital landscape and
preventing scams today.

NGO: TRANSPARENCY INTERNATIONAL
CHAIR FRANCOIS VALERIAN

After acting as a member of the International
Board, Valérian was elected as a Transparency
International Chair in 2023.4% As a member of the
International Board, he tackled 3 central issues.
The Board worked on illicit financial flows, where
money is illegally earned, transferred, or used
across borders. They worked on political integrity
to keep the powerful in check. They also worked
on strategic litigation, advocating for more legal
and social change*4
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NGO: AMNESTY INTERNATIONAL
SECRETARY GENERAL AGNES

CALLAMARD

Dr. Callamard currently serves as Amnesty
International’s Secretary-General since 2021. She
has had many years of experience in the field of
human rights. She served as the United Nations
Special Rapporteur in 201645 She also served
as the Global Freedom of Expression Director at
Columbia University“® Throughout her career,
she has had numerous publishings in the human
rights, women'’s rights, and refugee movement
fields!” Dr. Callamard has been a prominent
figure in the human rights field for decades.

NGO: INTERNATIONAL JUSTICE MISSION
CEO GARY HAUGEN

Haugen founded the International Justice
Mission in 1997. Prior to this, he worked at

the US Department of Justice as a civil rights
attorney and as a Director in the United Nations’
investigation into the aftermath of the Rwandan
genocide. In addition to his anti-slavery work
against human trafficking he is also heavily
involved in work aiming to protect the poor from
violence*® Haugen is very committed to his faith,
Christianity and uses the Bible’s teaching on
justice to fuel his work4°

PRIVATE SECTOR: META CTO ANDREW
BOSWORTH

Bosworth has held this role since January 2022.
Before this, he worked at Facebook from 2006
to 2022 as a Vice President. At Facebook,

he worked on multiple virtual reality-centric
projects. He has also worked at Microsoft and
has a degree in computer science.®® Outside

of work Bosworth is a US Army Reserve Officer
as a member of the Executive Innovation Corps.
He enjoys creative hobbies such as writing and
photography®" Bosworth is involved with charity
and is the vice chair on the board of directors for
the Peninsula Open Space Trust.”®?

PRIVATE SECTOR: COINBASE CEO BRIAN
ARMSTRONG

Armstrong co-founded Coinbase in June 2012
and has been CEO since then. Since then, he
has also founded NewLimit, an anti-aging startup
and ResearchHub, a public research paper
repository®® He has expressed support for de-
regulated economic zones and private companies
investing in cities around the world. He believes
that a long-term goal of crypto is to support the
creation and protection of freedom in physical
spaces all over the world.®* He has a technical
academic background in computer science and
has worked as a software engineer.

PRIVATE SECTOR: STARLINK SENIOR VP
OF ENGINEERING MICHAEL NICOLLS

Nicolls has worked for SpaceX, specifically
Starlink, since November 2020. He became

the Senior Vice President of Engineering in
January 2026. He has a deep background

in science, having worked for the Stanford

Linear Accelerator Center, Stanford Research
Institute Center for Geospace Studies, and
having founded an orbital intelligence startup

in the past.®® Nicolls is interested in laying the
foundation for space commerce through his work
and bringing broadband connectivity to everyone
on Earth.®®

PRIVATE SECTOR: CYBERSECURITY LEAD
CLINT GIBLER

Gibler has been a member of OpenAl’s technical
staff since May 2026. Note: OpenAl uses the
title “member of technical staff” for all engineers
and technical staff regardless of seniority. As

a member of OpenAl’s technical staff, Gibler
focuses specifically on cybersecurity. Before
this, he spent the majority of his career working
in cybersecurity as well as spending some time
in defense and as an angel investor. Outside

of work, Gibler enjoys improv comedy and
screenwriting. He also did Model UN in college at
Case Western.®”
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Research and Preparation Questions

Your dais has prepared the following research and preparation questions as a means of providing guidance for your
research process. These questions should be carefully considered, as they embody some of the main critical thought
and learning objectives surrounding your topic.

1 With increased use of Artificial Intelligence leading to more efficient scam operations, what is the
best way to protect victims from advanced scamming methods?

2 How responsible are corporations and tech companies in preventing online scams?

3 How can each country actively protect their citizens from human trafficking rings linked to online
scam compounds?

4 What role should nonprofits play in a law enforcement-led operation?

5 Considering that I-GRIP is one of INTERPOL's strongest current resources, how accurate is it, and
can its algorithm be taken advantage of?

6 How can INTERPOL and law-enforcement agencies prevent scam compound operations from
moving to other under-developed countries after having been shut down?

7 How can INTERPOL support member states and organizations in successfully shutting down scam
compounds in Southeast Asia for good?

Important Documents

Google et al., Industry Accord Against Online Scams & Fraud (2026), https://services.google.com/fh/
files/newsletters/industryaccord.pdf.

INTERPOL, Crime Trend Update: Human Trafficking-Fueled Scam Centres (Lyon: INTERPOL, June
2025).

INTERPOL, Global Financial Fraud Threat Assessment, 2nd ed. (Lyon: INTERPOL, March 2026).

United Nations Human Rights, OHCHR Regional Office for Southeast Asia, Online Scam Operations
and Their Impact on Human Rights in Southeast Asia (Bangkok: OHCHR, 2023), https://bangkok.
ohchr.org/sites/default/files/documents/2025-01/online-scam-operations-2582023.pdf.

UNODC and INTERPOL, Global Fraud Summit 2026: Outcome Documents (Vienna: UNODC, March
2026), https://www.unodc.org/res/organized-crime/GFS/Global-Fraud-Summit-Outcome-
Documents-English.pdf.

UNODC Regional Office for Southeast Asia and the Pacific, Inflection Point: Global Implications of
Scam Centres, Underground Banking and lllicit Online Marketplaces in Southeast Asia (Bangkok:
UNODC, April 2025), https://www.unodc.org/roseap/uploads/documents/Publications/2025/
Inflection_Point_2025.pdf.

Research and Preparation Questions



About the Authors

TOPIC A: TEDDY NGUYEN
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ranging from local high school conferences to committees hosted in Honolulu, Hawai'’i, as well as, of
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